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Short Course Description

DoD has adopted the Risk Management Framework (RMF) for all Information Technology
and Operational Technology networks, components and devices to include Facility-
Related Control Systems (FRCS). Most Installation Energy and Water ESTCP projects will
be required to follow the RMF and, depending on the objectives of the demonstration,
obtain an Authorization To Operate (ATO) on the DoD Information Network (DoDIN). The
RMF Navigate RMF Short Course is geared to help ESTCP Investigators and Project Teams
become familiar with the RMF process, understand the requirements and if/how they
apply and learn about the available resources. The course reviews control system basics,
protocols, how to use the NIST Risk Management Framework and the Cybersecurity of
Facility-Related Control Systems Design Guidance, guidance on what tools and methods
to use to inventory, diagram, identify, attack, defend, contain, eradicate and report a
cyber event/incident.
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1500-1510 Why is the RMF Important for ESTCP Projects: Shodan Exploit Demo of
Control Systems
1510-1520 Overview of the 6 Steps of the RMF for both IT and OT Systems
1520-1525 Introduction of Services and Agencies FRCS POC's, variations in ATO/eMASS
procedures
1525-1530 Applying the RMF to ESTCP Demonstration Projects: Key Documents Needed
to Get an ATO for an OT System
1530-1540 Defining the Platform Enclave and Authorization Boundary, Creating a Test
and Development Environment, Continuous Monitoring/Auditing
1540-1550 Applying the RMF to Organization IT Systems: Protecting Controlled
Unclassified Information & Cybersecurity Maturity Model Certification
1550-1555 Advanced Control Systems Tactics, Techniques and Procedures:
Detecting, Mitigating, Recovering and Reporting Events/Incidenjs SERDP - ESTCR
1555-1600 Open discussion, Lessons Learned, Best Practices (a;ﬁ)SYMPDSlUM
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Why the RMF is Important for ESTCP Projects:
Shodan Exploit Demo of Control Systems
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OT IP Based Controllers Are in Everything

Buildings
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Same Commercial Device Installed Across DoD Enterprise; PIT & PIT Systems
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Shodan is to OT IP addresses as i8Google is to text search

SERDP+ ESTCP

SYMPOSIUM

#SerdpEstcp2021



Shodan — Distech Search

166.141.136.68
Veerizon Wireless

-

68.5ub-166.141.136.myvzw.com —
NTTP/1. 401 Unauthorized

HTTP/1.0 401 Unauthorized

HODAN - Computer Search E.. ;g Login

DicksSportingSEMS

~
Username: [

Password:

WWW-Authenticate: Digest realm="Niagara-Admin", gop="auth", algorithm="MD5",
nonce="UvdraWNmNDAWNjE10Dc4NzBhYTc5NjMyYzlkYTk3NTg1ZDQy"

Content-Length: 56

Content-Type: text/html

Niagara-Platform: QNX

Niagara-Started: 2013-8-3-4-11-32
Baja-Station-Brand: distech

Niagara-Hostld: Qnx-NPM2-0000-12EA-FDCC
Server: Niagara Web Server/3.0
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Overview of the 6 Steps of the RMF for
both IT and OT Systems
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ODASD(E) Cybersecurity Initiatives

CYBER
RANGES

MAAs CS APL
MOSAICS CS ARCH

O

Best Practices/
Collaboration

FRCS Cyber
Assessments/ Workforce/
Secure Systems Training

Planning Tools

Alignment with Federal, Industry Objectives
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DoDI 8500.01 and 8510.01 Update

Evolved into the Joint Task Force Transformation Initiative
Interagency Working Group (DoD, ODNI, NIST and CNSS),
ongoing effort to produce a unified information security
framework for the federal government
Used existing NIST Special Publications as basis fors

developing Joint Transformation core documents

Revised

DIACAP 8500

Series

Began as the IC Transformation effort to DoD is currently revising
standardize C&A in the IC and to address DoDD 8500.01, DoDI 8500.02, and DoDI 8510.01
reciprocity with DoD. to align with NIST Joint Task Force documents

Transition Bottom Line - DoD will continue to follow the DoD 8500 series documentation for information assurance and risk
management processes, procedures, and guidance SERDP + ESTCP
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RMF for DoD IT

DoDI 8510.01 “Risk Management Framework for DoD IT”
- Provides clarity regarding what IT should undergo the RMF process and how

DoD Information Technology

Information Systems PIT Services Products
[
| |
PIT PIT Internal Software
Major Enclaves Systems BN Hardware
Applications
Applications
Full RMF Process: Assess & Authorize Assess Only

SERDP+ ESTCP
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8500 PIT Cybersecurity Considerations

(2) PIT

(a) All PIT has cybersecurity considerations. The Defense cybersecurity program only addresses the
protection of the IT included in the platform. See Reference (ah) for PIT cybersecurity requirements.

(b) Examples of platforms that may include PIT are: weapons, training simulators, diagnostic test and
maintenance equipment, calibration equipment, equipment used in the research and development of
weapons systems, medical technologies, vehicles and alternative fueled vehicles (e.g., electric, bio-fuel,
Liquid Natural Gas that contain car-computers), buildings and their associated control systems
(building automation systems or building management systems, energy management system, fire
and life safety, physical security, elevators, etc.), utility distribution systems (such as electric,
water, waste water, natural gas and steam), telecommunications systems designed specifically for
industrial control systems to include supervisory control and data acquisition, direct digital
control, programmable logic controllers, other control devices and advanced metering or sub-

metering, including associated data transport mechanisms (e.g., data links, dedicated networks).
SERDP+ ESTCP
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8500 PIT Systems

(d) PIT Systems

Owners of special purpose systems (i.e., platforms), in consultation with an AO, may determine that a
collection of PIT rises to the level of a PIT system. PIT systems are analogous to enclaves but are
dedicated only to the platforms they support. PIT systems must be designated as such by the
responsible OSD or DoD Component heads or their delegates and authorized by an AO specifically
appointed to authorize PIT systems.

EI&E worked with CIO to adopt “Platform Enclaves” as the term for Facility-Related Control Systems
(FRCS)

SERDP+ ESTCP

13 SYMPQSIUM

#SerdpEstcp2021



6 Steps of RMF for both IT and OT Systems

HBSS and

Passive*

eMASS
ATO’s

Step 6
MONITOR
security Controls

+ Determine impact of changes to the
system and environment

+ Assess selected controls annually

+ Conduct needed remediation

+ Update SP, SAR and POA&M

+ Report security status to AO

+ AO reviews reported status

+ Implement system decommissioning
strategy

Step 5
AUTHORIZE
System

+ Prepare the POA&M

+ Submit Security Authorization
Package (SP. SAR and
POA&M) to AO

+ AO conducts final risk
determination

+ AO makes authorization
decision

Step 1
CATEGORIZE
System

+ Categorize the systemin accordance

with CNSSI 1253

+ Initiate the Security Plan (SP)
+ Register system with DoD Component

IA Program

+ Assign qualified personnel to RMF roles

RMF Process
forDoD IT
Systems

Step 4
ASSESS
Security Controls

+ Develop and approve Security
Assessment Plan

+ Assess security controls

+ SCA prepares Security Assessment
Report (SAR)

+ Conduct initial remediation actions

Step 2
SELECT
Security Controls

+ Common Control Identification.

+ Select security controls and
document SP

+ Develop system-level
continuous monitoring strategy

+ Review and approve SP and
continuous monitoring strategy

Step 3
IMPLEMENT
Security Controls

* Implement control solutions
consistent with DoD and

Component A architectures.

+ Document security control
implementation in SP

CSET
FRCS
Overlay
ESTCP
RMF Tool

SERDP+ ESTCP
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Utility
Control
Systems

DoD Facility-Related Control Systems (FRCS)

=

Building
Control System

Environmental
Monitoring

—
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Traffic Control

Systems

—

£ )

Utility
Monitoring &
Control
Systems

=N

Dam, Lock and
Levee Systems

Fire & Life

.

Transportation

& Fueling
Systems

Control System
Platform
Enclave

Building Automation System

Building Lighting System

Conveyance/Vertical Transport System
Electrical Systems

Heating, Ventilation, Air Conditioning
Irrigation System

Shade Control System

Vehicle Charging System

Cathodic Protection Systems

Compressed Air (Or Compressed Gases) System
Central Plant (District) Chilled Water System
Central Plant (District) Electrical Power Production
Central Plant (District) Hot Water System
Central Plant (District) Steam System

Electrical Distribution System

Gray Water System

Industrial Waste Treatment System

Microgrid Control Systems

Natural Gas System

Oily Water/Waste Oil System

Potable Water System

Pure Water System

Salt Water System

Sanitary Sewer/Wastewater System

Utility Metering System (Advanced Meters, AMI, etc.)
Many More...

DoD Control Systems are
just as vulnerable as
industry, how do we
protect them?

SERDP+ ESTCP
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Introduction of Services and Agencies FRCS POC'’s,
Variations in ATO/eMASS procedures

EEEEEEEEEE
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Introduction of Services and Agencies FRCS POC's

AN

Name Type
Int roduction of Se rvices a nd Agencies FRCS POC’S @ AppoinFment_Letter_ISSE_template ‘v”flcr'osoft \I_Nord Document
« DoD Privacy Impact Assessment Adobe Acrobat Document
Ar‘my/l M CO M/ACTSI M/U SACE & DON_Info_Types_Baselines_2016Jan11-Fl.. Adobe Acrobat Document
@ Guide for System Categorization Form_V1  Microsoft Word Document
N avy / N AV FAC / C | O HW-SW-InfoFlow-Tables-Template_V1.0  Microsoft Excel Worksheet
. NAVFAC CYBERSAFE Grade Determinatio.. Microsoft Excel Worksheet
Air Force / AFCEC £) NAVFAC eMASS ACCOUNT REQUEST FO..  Adobe Acrobat Document
Navy RMF_Security_Assessment_Plan_Te... Microsoft Excel Worksheet
Defe n Se H e a It h Age n Cy Navy_SLCM_Strategy_Controls_Table_v1.1 Microsoft Excel Worksheet
H H @ Navy | v ft Word Document
Defe n Se Log I St I CS Age n Cy Syster| ft Excel Worksheet

Variations in ATO/eMASS procedures
Air Force Platform Enclave — COINE V2
Navy Platform Enclave — PSNet V2 5
Army Platform Enclave — In development , interim SCPE N —
Defense Health Agency Platform Enclave - MedCOI | ... -~ \YMPOSIUM
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Applying the RMF to ESTCP Demonstration Projects:
Key Documents Needed to Get an ATO for an OT
System

EEEEEEEEEE
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ESTCP RMF Cybersecurity Guidance and Tem
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Applying the RMF to ESTCP Demonstration Projects

Key Documents Needed to Get an ATO for an FRCS OT System and recommended sequence of completion:

Event/Incident Communications Plan (EICP) — use the modified FedRAMP template (ESTCP EICP Graphics)
Event/Incident Response Plan (EIRP) — use the modified FedRAMP templates
e CJCSM 6510.01B - Cyber Incident Handling Program 2012 — use the procedures outlined in the manual
e US-CERT Incident Response Form — use the excel file template for a non-DoD data incident
Information Systems Contingency and CONOPS Plan (ISCP) — use the modified FedRAMP template.
Test and Development Environment (TDE)
Factory Acceptance Testing/Site Acceptance Testing (FAT/SAT)
Penetration Testing (For High Risk and others as required)
Security Audit Plan (SAP) — use the modified NIST template
System Security Plan (SSP) — recommend using the CSET tool/or Core Auth template NIST SP 800-53/800-82
Security Assessment Report (SAR) — ESTCP does not require a SAR, however, many insurance companies or
AQO’s may require a SAR. An organization can use the modified FedRAMP template.
Plan of Action & Milestones (POAM) — use the modified FedRAMP and/or eMASS templates (GSA and DoD

ided) SERDP + ESTCP
i 20 SYMPOSIUM
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RMF ATO Work Breakdown Structure (WBS)
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Defining the Platform Enclave and Authorization
Boundary, Creating a Test and Development
Environment, Continuous
Monitoring/Auditing

EEEEEEEEEE
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Standards — NIST SP 800-82 R2

This document provides guidance for establishing secure industrial
control systems (ICS). These ICS, which include supervisory control
and data acquisition (SCADA) systems, distributed control systems
Guide to Industrial Control (DFRCS), and other control system configurations such as skid-
PO e i i) mounted Programmable Logic Controllers (PLC) are often found in the
industrial control sectors.

NIST Special Publication 800-82
Roevision |

This document provides an overview of these ICS and typical
system topologies, identifies typical threats and vulnerabilities to
these systems, and provides recommended security
countermeasures to mitigate the associated risks.

800-82 Rev 2 was released May 2015 — has 800-53 Rev 4 800+
controls, Appendix G ICS Overlay SERDP+ ESTCR
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NIST SP 800-82 R2 Key Security Controls

Inventory

CM-8 Information System Component Inventory
PM-5 Information System Inventory

PL-7 Security Concept of Operations

PL-8 Information Security Architecture

SC-41 Port and 1/O Device Access

PM-5 Information System Inventory

Central Monitoring

AU-6 Audit Review, Analysis, and Reporting
CA -7 Continuous Monitoring

IR-5 Incident Monitoring

IR-6 Incident Reporting

PE-6 Monitoring Physical Access

PM-14 Testing, Training and Monitoring

RA-5 Vulnerability Scanning

SC-7 Boundary Protection

SI-4 Information System Monitoring

SI-5 Security Alerts, Advisories, and Directives

Test and Development Environment

CA-8 Penetration Testing

CM-4 Security Impact Analysis

CP-3 Contingency Training

CP-4 Contingency Plan Testing and Exercises
PM-14 Testing, Training and Monitoring

Critical Infrastructure

CP-2 Contingency Plan

CP-6 Alternate Storage Site

CP-7 Alternate Processing Site

CP-10 Information System Recovery and
Reconstitution

PE-3 Physical Access Control

PE-10 Emergency Shutoff

PE-11 Emergency Power

PE-12 Emergency Lighting

PE-13 Fire Protection

PE-14 Temperature and Humidity Controls
PE-17 Alternate Work Site

PM-8 Critical Infrastructure Plan

Acqwsmon and Contracts

24

AU-6 Audit Review, Analysis, and Reporting
CA -7 Continuous Monitoring

SA-4 Acquisitions

PM-3 Information System Resources

PM-14 Testing, Training and Monitoring

Inbound Protection,

Outbound Detection

SERDP+ ESTCP
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FRCS Enclave and Numerous Sub-Enclaves

FRCS Enclave

FRCS
Internet Operations Airfield Lighting
Center Buildings
. Electrical
NOC | Natural Gas
Y/
/ Pier
POL
Rail

Test and
Development Steam

T q Environment

est an .

Development Tools Traffic Management System

Environment Kali Linux
SamuraiSTFU Water
CSET
Shodan Waste Water SERDP ¢+ ESTCP
SYMPOSIUM
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Hybrid FRCS and Security Enclaves

Intern

NOC

Building
Operations
Center

Building Enclave

/

Test and
Development
Environment

BCS Sub-Enclave
BMS

€& —{ Building

' FAS

" Parking

VTS

Test and

Development
Environment

Security
Operations
Center

Test and
Development
Environment

ESS Sub-Enclave

CCTV

Building - . IDS

26

PACS

e I

Installations and Environment
Real Property Installed Equipment

NIST SP 800-53
and
NIST SP 800-82
Contains PIl, HIPPA, PCI
FISMA

Director National Intelligence
Personal Property
FIACAM
SERDP + ESTCP
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DODI 8530 — Joint Information Environment (JIE)

Figure 2. Notional View of Current and Future Integration of Cvbersecurity Activities

USSTRATCOM (USCYBERCOM)

Mission Partner™  ESSRG (Global EOC with integrated e
NOCSs cybersecurity service providers/service$ ¥ B
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— \ oromstions L Gigabit Fiber, IPv6
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Y g ity i d g ity | unnnnl cybersecurity B 22l . .
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P I comman /
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_ \_hjmcmfmegm : T e o &  Installations Processing Node (IPN)
', NOSCle & Crbercurts | SN Cybersecurity e Special Purpose Processing Node (SPPN)

P ————— iOrganizations Service Providers Cybersecurity

7 Organizations * Tactical Processing Node (TPN)

Suberdinate Commands,
Activities & Offices

(e.g., Base,Post, or
De loyed Locations

Suberdinate Commands,
Activities & Offices
(e.g., Base, Post, or

Deploved Loc nmns

Data and Applications
(Core Data Centers,
Installation Processing

Nodes, & Special
.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'. ....... Processing Nodes

Dk \\\o A P
P o,
Legend: @ @ 2 = =
O DoD IS or PIT system * Requlres an MOA or contract. A DoD Component service provider can
also be a service provider to another DoD) Component or mission partner.
@ DoD External/Tenant IS or PIT system
. #% JIE TRANSITION: EQCswill direct actions and provide cybersecurity. Asthe
. Mission Partner IS or PIT system JIE is implemented in DODIX, one or more DoD Component service providers

Direction, Coordimation, Reporting & may be aligned to EOC to provide cybersecurity services and implement DCO
Shared Situational Awareness internal defensive measures. An EOC’s organizations will conduct required

actions with common sets of tools provided from core data centers. .
Coordination & Shared P SERDP+ ESTCP

& RLLL 4 P Integration of various teams and organizations with specific skills and
tufustionsl Awaremens O responsibilitiesto protect DODIN.

#SerdpEstcp2021
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DHS NCCIC
US-CERT & ICS-CERT

Notional JIE Control Systems

Campus / Installation Enclaves

SPPN / IT Operations Center

0

égi Development Environment

IT Enclave
‘ Accounting
F\l Q Business
J E-mail
GIS/CAD/BIM

USCYBERCOM |

IPN /INOSC

h
3

SPPN / Control System Operations Center

Control System Platform Enclave
Utilities
Buildings

:

Test and Development Environment

Fire & Life Safety
Airfields and Piers

SPPN / Security Operations Center

Security Platform Enclave
Physical Access

Intrusion Detection

:

Mand Development Environment

VMS CCTV
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SPPN / Medical Operations Center
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Test and
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Environment

Medical Platform Enclave .
Hospital

Laboratory
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Test and Development Environment

:

Medical
Devices
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SPPN / Logistics Operations Center

Logistics Platform Enclave

Ammunition
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Test and Development Environment
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Test and Development Environment
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Fueling System
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Tridium Architecture
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System & Terminal Unit Controllers, Actuators

JACE iLon Smart Server

L-switch BAS Remote Server

S

Valve Actuator Valve Actuator  Pressure Sensor Temperature Sensor

. . . 0 .. .
Analog voltage, resistance, current signal is converted3to digital and then IP

SERDP+ ESTCP
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Control System Protocols

Internet Protocols

 |Pv4 and IPv6

* Transmission Control Protocol (TCP)

* User Datagram Protocol (UDP)

* Hypertext Transfer Protocol (HTTP) - Port 80

* Hypertext Transfer Protocol Secure (HTTPS) - Port 443

Open Control Systems Protocols Proprietary Control Systems
e Modbus: Master/Slave - Port 502 Protocols

 BACnet: Peer to Peer - Port 47808 * Tridium NiagraAX/Fox

* LonWorks/LonTalk: Peer to Peer - Port 1628/29 < Johnson Metasys N2
 DNP3: Master/Slave - Port 20000 e OSISoft Pi System

* |EEE 802.x - Peer to Peer  Many others...

e Zigbee - Peer to Peer
SERDP + ESTCP
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ESTCP Cybersecurity Guidelines and Resources
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ESTCP Cybersecurity Guideline SME’s

Control Systems Cybersecurity Specialist: The Control Systems Cybersecurity specialist shall have a minimum
of five years’ experience in control system network and security design and shall maintain current certification

as a Global Industrial Cyber Security Professional (GISCP) or Certified Information Systems Security Professional
(CISSP).

Information and Communication Technology Specialist: The Information and Communication Technology
specialist shall have a minimum of five years’ experience in control system network and security design and
shall maintain current certification as a Registered Communications Distribution Designer (RCDD®).

System Integration Specialist: The System Integration specialist shall have a minimum of five years’ experience
in control system network and shall maintain current certification as a Certified System Integrator (FRCSI) for
the products they are integrating and/or be Control System Integrators Association (CISA) Certified.

SERDP+ ESTCP
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Assign Cyber Team

CYBERSECURITYTEAMPERSONNEL

The PROJECT Cybersecurity Team is comprised of highly skilled and certified IT and OT cybersecurity
subject matter experts with extensive experience with the NIST Risk Management Framework and the
DoD implementation of the RMF:

Cyber Team Lead: GICSP or CISSP

Cyber System Administrator: MCSE, Security +
Cyber Commissioning: CEM, CISSP, CEH, CxA, DGCP
Cyber Auditing: CDFM, CFE, CISA, CPA

The Cyber Team will be responsible for the project cyber lifecycle and will begin at project award with a

Cyber Workshop Charette to baseline the PROJECT Team and initiate the development of the RMF

package documents, begin the auditing of the PROJECT Team’s project NIST 800-171 Cyber

Risk Management Plans (CRMP), create the Test and Development Environment (TDE),

perform system hardening (SCAP/STIGS) of the equipment and components, create and

manage the Fully-Mission Capable Baseline (FMC), perform sysadmin duties on the TDE and S —

Production OT systems, audit the FRCS, and perform cyber commissioning of the facility. SYMPUS'UM
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Assemble the Stakeholders

The FRCS owner should assemble representatives from the following communities to participate in
development of the FRCS PE authorization boundary and network architecture:

e Facility Engineer/Manager

e Facility Operations & Maintenance/Technician

e Physical Security Specialist

e Emergency Manager

* IT Network/Communications Specialist

e Information Assurance Specialist

e Tenants (Defense Health Agency, Defense Logistics Agency, etc)
e Operations and Maintenance Contractors

e Control System Vendor/Integrators

e Information Assurance IA/RMF Contractor

SERDP+ ESTCP
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Create the Cyber Narrative/Design Analysis

Cybersecurity

Cybersecurity

Cybersecurity Requirements

CODES AND REFERENCES
Facility-related controls systems will be designed in accordance with the following policies,
standards and procedures:
» CNSSI 1253, Security Categorization And Control Selection For National Security
Systems 2014
» CYBERCOM Advanced Industrial Control Systems Tactics, Techniques and Procedures,
February 2017
» Department of Defense Instruction 8500.01, Cybersecurity, March 2014
» Department of Defense Instruction 8510.01, Risk Management Framework (RMF) for
DoD Information Technology (IT), March 2014
» Department of Defense Instruction 8140 Cyberspace Workforce Management
» Department of Defense Instruction 8530 Cybersecurity Activities Support to DoD
Information Network Operations March 2016
» Department of Defense Handbook for Self-Assessing Security Vulnerabilities & Risks of
Industrial Control Systems on DoD Installations 2012
» Federal Information Processing Standard 200 Minimum Security Requirements for
Federal Information and Information Systems
» Federal Information Processing Standard 201-2 Personal Identity Verification (PIV) of
Federal Employees and Contractors
» Intelligence Community Directive (ICD) 706
» National Institute of Standards and Technology Special Publication 800-37, Guide for
Applying the Risk Management Framework to Federal Information Systems, February
2010
» National Institute of Standards and Technology Special Publication 800-53 R4 Security
and Privacy Controls for Federal Information Systems and Organizations 2013
» National Institute of Standards and Technology Special Publication 800-82 R2 Guide to
Industrial Control Systems (ICS) Security 2015
» National Institute of Standards and Technology Special Publication SP 800-115
Technical Guide to Information Security Testing and Assessment 2008
» UFC 3-410-01 Utility Monitoring And Control System (CS) Front End And Integration
2016
» UFC 3-410-02 Direct Digital Control For HVAC And Other Building Control Systems 2016
» UFC 4-010-06 Cybersecurity of Facility Related Control Systems, Change 1, 18 January
2017
» UFGS 23 09 00 Instrumentation and Control for HVAC
» UFGS 23 09 23.01 LonWorks® Direct Digital Control for HVAC and Other Building
Systems

FACILITY-RELATED CONTROL SYSTEMS

The Integrated Facility Management Systems (IFMS), and all control systems including related
communications networks and components, are considered Platform Information Technology
(PIT). Design and provide all control systems in accordance with UFC 4-010-06 “Cybersecurity
of Facility-Related Control Systems,” National Institute of Standards and Technology (NIST), and
Committee on National Security Systems (CNSS) documents.

The PROJECT cyber design needs to include, but is not limited to, the following FRCS:

» Electronic Security Systems — Owned and operated by security services
o Electronic Emissions Detection Systems
o Electronic Security System (ESS)[Bundled]
o Digital Way-finding Sighage Systems
o Physical Access Control Systems (PACS)
o Radio Frequency Detection Systems
o Surveillance/Assessment Systems
o Vehicle Access Barrier System
o Active Shooter
o CBRNE Notification Systems (CBRNE)
» Building Control Systems (BCS) - Owned and operated by Facilities
o Building Automation System (BAS)
o Building Lighting System (Lighting/Daylighting/Occupancy Control System)
o Conveyance/Vertical Transport System (Elevators)

o Electrical Systems (ES) [Such as local building generators not designed for grid
interconnection, high reliability switching from two sources for critical buildings,
etc.]

o Heating, Ventilation, Air Conditioning (HVAC)
o Irrigation System
o SCADA
o Shade Control System
o Vehicle Charging System
» Fire & Life Safety - Owned and operated by Facilities
o Fire Alarm Reporting System (FARS)
o Fire Hydrant Water Distribution Systems
o Fire Pump Control System
o Mass Notification System (MNS)
» Traffic Control Systems
o Traffic Signals Systems

SERDP+ ESTCP
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Cybersecurity Guideline Sequence

Activity / Lead New Project Renovation Project Typlca-l
Duration
Presolicitation RFP Obtain the Regional and Obtain the Regional and
Considerations ESTCP Platform Enclaves ESTCP Platform Enclaves NA
catogorization and catogorization and
categorize the CS categorize the CS
Design Cs front end or new Cs front end upgrade or
_ _ susbsystem back end to subsystem modernization
¢ Basis of Design
_ connect to front end
* Concept Design (10- , _ Confirm/revise system
15%) Conﬂrm/rewse system .. .
_ tecorization. defi categorization, define
* Design Development categoriza |or_1, etine network architecture,
(35-50%) network architecture,
_ tem components system components,
* P.re-FlnaI (90%) 3Y® ¢ P ! concept of operations,
e Final (100%) ;onc?pt o] ozeratlons, drawings, and
Lead: A/E raV\{:cr_'ngs,_ an specifications.
specifications. 3-6 Months

Documents/Models/Tools:

e Construction Design
Documents / Building
Information Model
(BIM) / CAD

e CSET

e GrassMarlin

e Draft Baseline System
Security Plan (SSP)

e |T Contingency Plan and
CONOPS (ITCP)

At 90% design create
initial SSP and baseline

security risk assessment.

At 90% design create
initial SSP and baseline
secuirty risk assessment.

SERDP+ ESTCP
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DoD UFC 4-010-06 Cybersecurity

3-1.1 Five Steps for Cybersecurity Design. The five steps for cybersecurity design
15 Zaptacar e are:

UNIFIED FACILITIES CRITERIA (UFC)

CYBERSECURITY OF Step 1: Based on the organizational mission and details of the control system, the
CONTROL et System Owner (SO) and Authorizing Official (AO) determine the Confidentiality,
Integrity, and Availability (C-I-A) impact levels (LOW, MODERATE, or HIGH) for the
control system.

Step 2: Use the impact levels to select the proper list of controls from NIST SP
800-82.

Step 3: Using the DoD master Control Correlation Identifier (CCl) list, create a list
o T of relevant CCls based on the controls selected in Step 2.

Step 4: Categorize CCls and identify CCls that require input from the designer or
are the designer’s responsibility.

Step 5: Include cybersecurity requirements in the project specifications and
SERDP + ESTCP

provide input to others as3gequired- SYMPUSIUM
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DoD UFC 4-010-06 Platform Enclave

2.3 Platform Enclave. Significant portions of the control system resemble a standard IT system
which can be implemented in a standard manner for different control systems, regardless of the
details of the control system itself. This has led to the creation of the Platform Enclave concept,
which groups the “standard IT” portions of the control system, plus related standard policies
and procedures, into an entity which can be handled separately from the rest of the control
system. In some cases this Platform Enclave will be separately authorized and the overall control
system will have two authorizations, one for the Platform Enclave and one for the Operational
Architecture which primarily covers the “non-standard IT” components of the system. In other
cases a single authorization will be used for the entire system. Even in cases where a single
authorization is used, however, it’s helpful to identify and categorize the “standard IT” portions of
the control system. More information on the Platform Enclave approach is in APPENDIX D

SERDP+ ESTCP
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DoD UFC 4-010-06 Appendix D

UFC 401006
19 Scptember 2016

APPENDIX D PLATFORM ENCLAVE
D-1 PLATFORM ENCLAVE CONCEPT OYERVIEW
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D3 PLATFORM ENCLAVE BENEFITS
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kL]

Platform Enclave: The CCl contains a requirement which is
expected to be implemented at the Platform Enclave and
inherited by the control system, or is mostly implemented at the
Platform Enclave but also needed within the field control system
(in which case the CCl is also in the “Designer” category). For
example, passwords are implemented at the Platform Enclave,
but are also necessary at the control system user interface itself,
local display panels and some controllers (those which support
passwords). While implementation of the Platform Enclave is not
the designer’s responsibility (a key point of the Platform Enclave
is that it is a standard approach that can be implemented across
multiple control systems), it’s important to document CCls the
control system expects to inherit from the Platform Enclave

SERDP+ ESTCP
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DoD UFC 4-010-06 Appendix D
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UFGS 25 05 11 Cybersecurity For FRCS

(W] X
° ©| htep:/fwrerw whda.arg/fitc/dad funitied-taciities-quide-specitications-utasfuigs-25-05-11 * &| Saarch.. O~ 2
OIUFGS 2505 11 Cybersecurity...
y W Capital One Credit Cards, B.. .“ usan © Login & 1D Ameritrade Login B Wells Fargo - Banking, Cre.. @] Welcome to EHIFS online % 72, VA laxes 51 Sharerile - Where Compeni... 8 Linkedin (© Cybersecurity WBDG Whol...

ABOUT SITEMAP CONTACT CREATE ACCOUNT LOGIN Q SEARCHWBDG

a program of the
WBM; National Institute of Building Sciences

WHOLE BUILDING DESIGN GUIDE

DESIGN RECOMMENDATIONS PROJECT MANAGEMENT - O&M FEDERAL FACILITY CRITERIA CONTINUING EDUCATION ADDITIONAL RESOURCES

DEPARTMENT OF DEFENSE ' UNIFIED FACILITIES GUIDE SPECIFICATIONS (UFGS) UFGS 2505 11 CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS

UFGS 2505 11 CYBERSECURITY FOR FACILITY-
RELATED CONTROL SYSTEMS

Date: 11-01-2017

Division: Division 25 - Integrated Automation

Page(s): 50

RELATED LINKS View/Download: {E;E;F N
' : SERDP+ ESTCP

Do SYMPOSii

http://www.wbdg.org/ffc/dod/ unified-faciIities-gudlb%-specifications-ufgs/ ufgs-25-05-11 #SerdpEstcp2021




UFGS 25 05 11 Inventory
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UFGS 25 05 11 Schedules

S 25 05 11 Cybaisecu g 18 845 AM ~ Michael Chip!
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1 Interconnectlon Schedule

2 Document connections between this control system and other systems.

3 Designer should generate this schedule as part of design. Designer should always provide the "Descriptive Purpose" and "Foreign Destination"; depending on the project, designer may provide
4 Contractor should complete the table, but may need cutside input for the Network Address

5 Device ID should be a key to an entry in the <Inventory Table>

6 Network Address relates to the Transport Layer protocol and is typically the IP address,

7 Transport Layer protocol will typically be IP, provide if something other than IP.

8 Protocol is the application level protocol - eg. SMTP, Lon.

9 Service might be a protocol-specific service -- eg BACnet Confirmed File Transfer
10
11 Network Comunlication Schedule
12 This documents connections within the control system.
13 This information may already be contained on other submittals, in which case those documents may be submitted instead.
14 {For HVAC installed 1AW 23 0% 00 it is contained on the Peint Schedules. )
15
16 Wireless
17 Prior to using wireless, contractor must submit a Wireless Communication Request schedule with columns A - | filled out.
18 Govt, will Approve or Disapprove in column J, Approved devices may require post-installation testing.
19 For devices requiring post-installation testing, contractor shall attempt network connectivity at various points and document (Yes/No, Pass/Fail) whether network connectivity existed
20 -
A 188 tabale WA A o catene
Instructions | Intercannect | Network Comm  Wireless | Multiple |P +) ‘ >
Ready

SERDP+ ESTCP
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Cybersecurity Guideline TDE

TEST AND DEVELOPMENT ENVIRONMENT For new or major modernization projects, the Systems
Integrator will establish a Test and Development Environment (TDE) that replicates the Production
Environment to the highest degree possible starting with the Level 4 Workstations, Servers, software
and with at least one of each of the Level 3-0 major components, devices, and actuators. At
approximately the 50-75% construction complete, the TDE will be used to perform Factory Acceptance
Testing (FAT) of the project to ensure the project has end-to-end functionality, has been properly
configured using the Security Content Automation Protocol (SCAP) tool and the Security Technical
Implementation Guides (STIGS), all patches (OS and FRCS) are installed and properly configured, and
begin creating the artifacts for the draft System Security Plan.

At approximately 95-100% construction complete, the TDE will be used to conduct Site Acceptance
Testing of the complete FRCS, and if required, Penetration testing. The SAT artifacts will be included in the
final System Security Plan, FMC and Jump-Kit (if required).

The ESTCP Project Team/System Integrator will transfer the TDE to the ESTCP PM for inclusion into the

SERDP+ ESTCP
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Tools for the Test and Development Environment

Information Gathering Network Discovery and Monitoring  Attack and Defend Tools

* Google Search and Hacking * Nmap e Kali Linux

* Google Earth * Snort * Control Things I/O

* The Harvester e Kismet * Wireshark

 Recon-NG * Nessus e Gleg

e Shodan * McAfee * Windows PowerShell

* Costar * Sophia * Windows Management Information Console
e Bandolier * Windows Sysinternals
 SCAP
e Belarc Assessment Tools
* Glasswire * DHS ICS-CERT Cyber Security Evaluation Tool (CSET)
e GrassMarlin  ESTCP RMF Tool

Virtual Machines
VM Player
* Windows Hypervisor PR ——

46  Oracle VM Virtual Box SYMPUSIUM
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Facility Control Systems Ops Center

Facility Control Systems Operations Center (FCSOC)

Coordinate with all responsible organizations to determine the location of the FRCS servers, central
monitoring and operational control/Human Machine Interface (HMI) operator’s consoles, and the
Test and Development Environment (TDE). The FCSOC can be within the campus or located on the
installation at other Operations Centers (SOC, Fire Department, NETCOM Network Operations Security
Center, etc.). Identify if the PE servers, workstations, laptops, switches, routers, etc. (all “traditional IT
Front-End”) will be GFE or if contactor procured and installed and turned over to government. All PE
assets capable of being hardened using the Security Technical Implementation Guides (STIGS), will be
configured and checked using the Factory Acceptance Testing/Site Acceptance Testing (FAT/SAT)
Checklist. Determine if penetration testing, and what type, will be required; the ESS is recommended
to have penetration testing (High Impact) per NIST SP 800-82. Complete the EI&E Penetration Testing
Checklist.

SERDP+ ESTCP
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RMF Cybersecurity SME Required

D3100 CYBERSECURITY

D310001 CYBERSECURITY SPECIALIST

Provide a dedicated Cybersecurity Specialist on the D/B team. The Cybersecurity Specialist is to be
an individual or firm who is regularly and professionally engaged in the business of the applications,
installation, and testing of the specified Cybersecurity and equipment required for this project. The
Cybersecurity Specialist is to demonstrate experience in providing successful control system
security protection within the past three years of similar scope and size. The Cybersecurity
Specialist is to design a system in accordance with contract requirements and ensure the design is
fully implemented during construction. Additionally the Cybersecurity Specialist is responsible for
creating the artifacts and documentation required to achieve RMF authorization. Submit
documentation for a minimum of three and a maximum of five successful control system
installations for the Cybersecurity Specialist.

SERDP+ ESTCP
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USACE UMCS V APPENDIX B CYBERSECURITY

1.0 Cybersecurity Requirements: The contractor shall follow Unified Facility Criteria (UFC) 4-010-06
and Unified Facility Guide Specification (UFGS) 25 05 11, Cybersecurity of Facility-Related Control
Systems. UFC 4-010-06 defines the five steps to integrate cybersecurity into the FRCS Design as follows
(see UFC 4-010-06 Chapter 3-1.1 Five Steps for Cybersecurity Design):

1.1 The Contractor shall provide a cyber-secure system(s) with all applicable security artifacts and
security engineering to meet the requirements of receiving an ATO accreditation decision via the
DoD RMF. The implementation of cybersecurity measures in relation to design and construction /
installation of the system shall not impede the system’s functional requirements. However,
cybersecurity measures should be applied to the greatest extent possible and where compliance
cannot be met, deviations from cybersecurity standards should be documented and appropriately
justified. The expected duration for RMF Activities 1-5 stated below shall be approximately 12 months.
The Contractor shall conduct and participate in RMF meetings as required by the PWS.

SERDP+ ESTCP
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New Contract Language from Air Force

Upon completion of RMF Step 2, (at the 60% Design Phase Submittal, and all subsequent
Design Phase Submittals) the A-E shall provide the following as deliverables:

a) Updated Draft Security Plan with security controls and CCls determined in this step,
along with other artifacts provided by the System Owner

b) Edited guide specifications to include UFGS 25 05 11 and other specification sections
with affected control systems

c) Cybersecurity section in the Design Analysis which includes:

Overview and description of cybersecurity requirements for this project. Draft Security

Plan . Interview with site personnel/occupants and resulting recommendations. Review of

Master Plan (if any). Field survey data. Survey of existing data communication

infrastructure . Proposed data communication system (include routers/switches). Existing

front-end system protocol and interface requirements. Integration to existing system

technical solution (if any). Network Architecture including the proposed network IP ports,

protocols, and services associated with the facility related control system.

Workstation/server. Preliminary system components SERDP+ ESTCP
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»

»

»

Cyber Commissioning

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Computer Cybersecurity Compliance Statement -
For each contractor-owned computer, list the make and model of the device, the device
serial number, the operating system version, and the anti-malware software version.
Attach additional sheets if required to document all computers.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Cybersecurity Schedules — consists of four tabs to be
completed; Interconnection Schedule, Network Communication Schedule, Wireless, and
Multiple IP Connection.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Inventory Spreadsheet - Provide a Control System Inventory
report using the Inventory Spreadsheet listed under this Section documenting all
[networked devices, including network infrastructure devices] [devices, including
networked devices, network infrastructure devices, non-networked devices, input devices
(e.g. sensors) and output devices (e.g. actuators)]. For each device provide all applicable
information for which there is a field on the spreadsheet in accordance with the
instructions on the spreadsheet.

Unified Facilities Guide Specifications (UFGS) 25 05 11 Cybersecurity Of Facility-
Related Control Systems Contractor Temporary Network Cybersecurity Compliance
Statement - Provide a single submittal containing completed Contractor Computer
Cybersecurity Compliance Statements for each company using contractor owned
computers. Each Statement must be signed by a cybersecurity representative for the
relevant company.

FRCS FAT and SAT Checklist - a checklist for FRCS to ensure the OS and vendor
software, physical networks (firewalls, routers, devices, etc.) are properly hardened using
the proper Security Technical Implementation Guides (STIGs) and configured to the JIE
requirements. This will include the development, maintenance and turnover of the project
Test and Development Environment at construction complete.

ACI TTP Fully-Mission Capable (FMC) Baseline - The FMC is a functional recovery point
for the FRCS. Once this is defined, FRCS and IT managers should capture the FMC
condition of their network entry points (e.g., firewalls, routers, remote access terminals,
wireless access points, etc.), network topology, network data flow, and machine/device
configurations, then store these in a secure location. This information should be kept
under configuration management and updated every time changes are made to the
network. This information forms the FMC baseline. The FMC baseline is used to
determine normal operational conditions versus anomalous conditions of the FRCS. The
Facility-Related Control Systems Inventory Spreadsheet is the initial FMC baseline.

FRCS Information Systems Contingency Plan (ISCP) — The ISCP and the FMC are used
to perform disaster recovery and includes where back-ups are stored and the process to
restore the FMC, the sequence of re-restart, assignment of personnel to the Roles and
Responsibilities Table, and how to perform Functional and Validation Testing.

System Security Plan (SSP) — Use the DoD Core Authorization Package to develop a
Preliminary SSP.

SERDP+ ESTCP
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Continuous Monitoring (CM) and Attack Surfaces, Audit

——

( 1P Network External to ICS 0
— \ |
Host Based e ““‘%‘“’5“5“’
Security Systems Pl —
Scanning (Active) FMUSAES B Control Systemm (A
9 ) Nessus @ () | ’_[ P Client Side Attacks
y Software Updates, Monitoring, Scanning. Patches, Audits

Windows, Linux Retina

HTTP, TCP, UDP Cylance
Glasswire

I Level 3

Field Poin l of

4N — IP Metwork (C5 WVLAMN(5) or dedicated network)

i To more Field
Cnntrol Systems

0

Intrusion Detection FNESSIEREESIE VuInerablllty Scanner e e §
Systems (Passive) [ElaylE - @@ @ |
PLC, RTU, Sensor e gEEERIT
Modbus, LonTalk, Feli=er e P
BACnet, DNP3

1.l\ N IF'Cm‘h'ulIers ‘

' Server Side Attacks
e

PI’s/Project
Teams may not
get access to
HBSS/ACAS,
will need to use
other CM tools
(SCAP,
Glasswire, Win
Defender,
Malwarebytes,
TLS, etc.
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Security Audit Plan

Facility-Related Control Systems [ORGANIZATION]

Secuity At Pan (S4P) Gudeine Facility-Related Control Systems [ORGANIZATION]

Security Audit Plan (SAP) Guideline
FACILITY-RELATED CONTROL SYSTEMS

SECURITY AUDIT PLAN (SAP) GUIDELINE

Step 1: Corporate IT Systems Admin Login Verification

¢ All system administrators log into the MS AD server console to validate credentials
)ESTBP ¢ All system administrators log into the Office 365 server console to validate credentials
¢ Allsystem administrators log into the firewalls and wireless access points to validate credentials
e Allsystem administrators log into the corporate business servers to validate credentials

June 20,2017 ¢ All system administrators log into the corporate Electronic Security Systems servers to validate
credentials

[Replace ESTCP Logo with Organization Logo]

Organization Address

City, State, Zip Code

IT System Name Verified
Active Directory SysAdmin 1 No
Active Directory SysAdmin 2 No
Controlled Unclassified Information (CUI) Remote Desktop Services (RDS 1) SysAdmin 1 No
em——— ' Remote Desktop Services (RDS 2) SysAdmin 2 No
Server 1 SysAdmin 1 No
Server SysAdmin 2 No

2.1 SYSTEM-LEVEL AUDIT TRAILS Office36s Syshdmin 1 No
2.2 APPLICATION-LEVEL AUDIT TRAIL Offce3s5 SysAdmin 2 No
2.3 USER AUDIT TRAILS SEere e

SYMPQSIUM
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NIST SCAP

Publicatine
Release Cyclu
SCAP Validation
Resources

SCAF Validated

Produets Listing

SCAP Accrndited

Laboratories

Validation FAQ
SCAPF Coateat
SCAP Specifications
Events

Community

SCAP Valudation

Emcrging Specifications ‘

nistgov/va

M 16 3801 002 (03,

& Validation Program ..

Security Content Automation Protocol (SCAP) Validation Program
The SCAP Validatics Program s d=signed ro 123t the abelity of prodnces to uas the featuress and fancticeality available through SCAP and its comsponent standacds

Under the SCAP Validatica Program, mdepsndent laborarories are accradited by the NIST Naticnal Veluntary Laborator Accraditation Program (NVLAF). Accredization requirements are defined in NIST
Himdheok 150 mnd NIST Handbook 130-17 Independent labomatoeres coondocr the teats costzmad in the SCAP Validatan Program Desived Tesr Requirements Doz, oo saftmmatios wechnology (IT)
secunty peedocts and deliver the results 1o NIST. Based on the mdependeat laboratory test report, the SCAP Validabon Program then validates the prodoct under test based oo the mdependent laboratory
test repoct. The validatices awardad 1o vendoe peeduces will be publicly postad ca the NIST SCAP Validated Teols web page ar http/wvd nist gov'scappeoducts

SCAP validatson will focws on evaluaticg specific versions of vendor products based oo the platforms they suppoct. Validatioos will be awarded on a platform: by platfocm basis for the version of the
peodict thas was teated. Carsently, products may asek validotioes on Red Har and Wendows placfoen

SCAP 1.2 (IR 7511 Rev 3)
SCAP 1.2 (IR 7511 Rev 3 Errata)

The IR 7511 Rev 3 Eorata released July 2013 mciodes updates pertainiag to plarfoem groupiegs, the determinarion of product magar varsson number, and clarification of raquirsments. Pleass see the change

log twble in the JR /911 docuenent for & complete lust of updates

Authenticatod Configuration Scanner

The capabilsty to audit and assess a target system to detenmine its complaance with a defined set of configucation requirerents usng target system logoa privideges. The ACS capability includes the
fanctionality previowsly covered by FDCC Scanner and USGCE Scanner capabilities.

« CVE Option (optional CVE support may be combined with ACS)
The CVE optacm 15 the capalnbity to suppost CVEs 120s cption mmy be awwded m compuncthion with the ACS saldsbon. The CVE optym canmot be clamed by steelf

o OCIL Option {oprional OCIL suppors may be combined witk ACS)

b o P Tt o S A O, Cheanlaline I H LOOIT Last snkomasmninm (dode’ Sonme manmle smd on £onme ammine: Tlamsimm obke -

— T s e FIIEISERE] Sl

54

PI’s/Project Teams will
use the DoD SCAP tool
and the DoD STIGs to
properly harden and
configure the Level 4
servers, workstations
and laptops
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DISA STIGs — New Portal — Cyber Exchange

{ Ccl CyberExchanoe Do X RS

< =>C & 0 &nw I tybseemil 0% N 2 LB L Harden the OS’ firewa"s’

P Capitsl Urm Coant L. O san B 10 Amenrsce togn B8 Ais (ago = Dsntirg.,. ) Chaes Cribne - Logoe . &% (1es- Drapooe € Qiteseaunity @ Gty 'WOCG Wecome o LIRS enl. B from mtemet Dotorer € v Taess »
Login with CAC switches, browsers, etc.
EXCHANGE rusLic
| ANNUUNCEMENTS View Ml Announcements
DISA has released updates to the Updated InstallRoot 5.5 installers Updated FBCA Cross-Certificate Required update for all users running
SRG/STIG Library Compllations ' 3 Removerv1.18 Purebred Registration App 1.4 (or

rWindows = no svalable

prior)

Thascupdatesi

s the letestq

+ Available here + Available here + Available here + Available here

SERDP+ ESTCP
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DISA SCAP Tool

Q SCAP Compliance Checker 3.1.2 - 0 n—

File | Edit | Results Help
Seld SCAP Content
e || OVAL Content

S OCIL Content
4 Options
OVAL Processing Options
N SSH Options
T€  Deviations
Run{ Thresholds

v SCAP Analysis |
OVAL Analysis
OCIL Analysis

& SCAP Streams Enabled: 24 & | OVAL Content Enabled: 0

Perform Analysis
Analyze Selected Computer(s)

Cancel Analy

& OCIL Content Enabled: 0

PI’s/Project Teams will be provided with
the DoD SCAP tool

SERDP+ ESTCP
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DISA SCAP Tool Contents

r SCAP Content —
Install Content| | Configure Patch Updates
Content 24 of 25 enabled
Content Profile Date Version Path
U_Microsoft_DotNet_Framework4_V1R1_Benchma MAC-1_Classified 2013-03-06 1 Content\
U_Microsoft_IE10_V1R3_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\
U_Microsoft_IE8_V1R11_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\
= S e =R = V4
U_Microsoft_IE9_V1RS_STIG_Benchmark MAC-1_Classified 2014-01-08 1 Content\ U set h e DO D STI G S ) not
_STIG_| MAC-1_Classified 1 t

U_Windows_2003_DC_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2003_MS_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\ t h e U SG BC
U_Windows_2008_DC_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2008_MS_V6R1.25_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_2008_R2_DC_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
U_Windows_2008_R2_MS_V1R11_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
M Uu_windows_7_V1R19_STIG_Benchmark MAC-1_Classified 2013-12-18 1 Content\
U_Windows_8_V1R4_STIG_Benchmark MAC-1_Classified 2013-12-16 1 Content\
U_Windows_Vista_V6R1.33_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
U_Windows_XP_V6R1.32_STIG_Benchmark MAC-1_Classified 2013-12-18 6 Content\
USGCB-ie7 united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\IE7\
USGCB-ie8 united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.20.0 Content\USGCB-Major-Version-1.2.0.0\|E8\
USGCB-Windows-7 united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7\
USGCB-Windows-7-Energy united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7-En
USGCB-Windows-7-firewall united_states_government_configuration_baseline_version_1.2. 2011-06-10 v1.2.0.0 Content\USGCB-Major-Version-1.2.0.0\Win7-Fi
USGCB-Windows-Vista united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-Vista-Energy united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-Vista-firewall federal_desktop_core_configuration_version_2.0.0.0 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinVistg
USGCB-Windows-XP united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinXP\
USGCB-Windows-XP-firewall united_states_government_configuration_baseline_version_2.0. 2011-06-10 v2.0.0.0 Content\USGCB-Major-Version-2.0.0.0\WinXP-H

*Right click Content for more options. **Left click Profile to change profiles.

All content paths are relative to the installation directory at: C:\Program Files (x86)\SCAP Compliance Checker 3.1.2\Resources

OK Cancel
| Lok | SERDP+ ESTCP
Bl sTEE T NIEHIEIC "
| . v © A )
/2| - ¥ > P P il O
I
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DISA SCAP Tool Results

n ﬂll:js_-—:-a-\:'.'emf X 4 - - (4} X

0O a T fiwegii s dene WP Aeed ) ecaldlempu Temp ] SEARR A2 1A i S T Y Aty Vessr 2191062 1 112442 himl o = £ B -

Summary Viewer
SCAP Complarce Checker - 30.2
2018-10-23_132442
gt}
Session: 2019-10-23_132442
Score All Suttings Non-Complisnce MISTARF XCCDF Recsudts OVAL Recsdts OVAL Vwrinbles OVAL CPE

i ™ ma ! *N A L 4

l Fearseatek - 40100 NS 30 e (R ) () W oA

T NORCAOD 9/ e ™ xN xN XA

g 1 oo

H O 1yp=hiew 16 smurch fal

Maintain a score of 85 or better to demonstrate a properly hardened and configured system SERDP+ ESTCP
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Glasswire Firewall (IDS/IPS)

| Gaswre - - o

fb Graph M Firewall @ Usage Network @ Alents
Irewall
Apps Hosts
Host Process for Windows Services o gnsl S0 Bvs 255 Bis ¥ 2
” Mol arebytes Ant-Mahvare &S colection-balincer-1322209416 us-east-1. b amazonaws. com

% "ircows Explorer B 8NESCH101123104. wns. wihndows com

f] Microsoft Ofhce Chck-20-Run (SxS od-w.nexus Iive.com akadns net

0 Spooler SubSystem App 192.168.1.3
GlassWire Conlrol Service

3 wicroson Eage

{g Microsoft Edge

Host PFrocess for Windows Tasiks

Cone

Srowser_Broker
B Vindows Protiem Reporting
&) Ghss\Wre
& Microsont Onedrive
Microsoft Madware Prosecson Command Line Uity
) Microsoft OfMce Chck-2o-Run Clent (SxS
m Mcrosoft Word

mekR) Securtty Assist

Microsolt Feedback SIUF Deployment Manager Clent

Glasswire can be used to simulate the HBSS/ACAS capability in the TDE SERDP + ESTCP
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Glasswire Usage and Apps

| Glasswre - | - a4 X
& Graph A Firewall & Usage Network @ Alerts
Apps  Traffic Jun 28, 2016 00:00:00 - Jun 28, 2016 15:02:24 Year Month Week
" Apps H Traffic Type
a =
02 [
& -
Tata ’h
1474 MB o B o
- —
Q_ [
n [T
@)
TMB 1405MB 2
~ |:
=
L
a lt
i |
s
-
1459 MB 16MB *
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Glasswire Alerts and Log’s

| Glassware + | - o0 X
3 Graph A Firewall W/ Usage Network Alerts
Apps Type
™ atior ) "11.0.1 4 = A
reie & as angQed
Jun 22
14:42:16, First network activity =
t network connect nitiated
12:52:03. Application info changed
[he apphcation vers anged from 2.10686. 104" 1o *6.2.1 12( .
AR 12:51:07. First network activity s
- | &
- -
() 12:46:04. First network activity =7
e g * > e siat
12:45:21. DNS server settings changed
DNS address connect 1tel(R) Dual Bar ireless-A 265 was changed
Jun 20
07:11:37. DNS server settings changed >

SERDP+ ESTCP

61 SYMPQSIUM

#SerdpEstcp2021



Windows Log’s
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AV/MW Reports

Antivirus Health

Client Antivirus Health

4

Healthy

Average Definition File Age
5 days
Total Managed Assets

2 server(s)/ 5 workstation(s)

Total At-Risk Assets

0 server(s) / 0 workstation(s)

100%

80%

60%

40%

20%

0%

Antivirus Health History

\

May 01

Jun 01

— Antivirus Health Score ESTCP

rororepesee 2021




Patch Reports

Patch Compliance

Patch Compliance

W 91.18%

Patch Compliance Calculation
31 Installed / 34 Approved
Total Managed Windows Assets

2 Servers / 5 Workstations

Compliance by Severity Compliance by CVSS

o 100% 100% 100% - 91%
800; ] 82% g .
0% 60% -
10% 40% -
20% 20%
0% - 0% -

Critical Important Moderate Unspecified High Medium Low

SERDP+ ESTCP
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TLS Reports

P Home Projects Qualys Free Tral Contact
@ Qualys. ssL Labs
You are here: Liame s Prigacts s SEL Sacaar last s wiaw daocs met

SSL Report: www.deocs.net (8.30.83.18)

Asmemaed on: Toe 15 Son SN0 0S SUITE | Hhaw | Case iaadoe

Scan Another »
Summary
Cartihzate

Frosccal Sopport

Kuy Cxchange

Qpher Stranges

Vish cur dogupemation paag for more informadon. configuradon guides, and books. Known Ksues are dotunened e

Certificate #1: RSA 2048 bits (SHA256withRSA) Hi I'm Agent Q. your |

Server Key and Certificate 21

Home Projects Qualys Free Trial Contact

@ Qualys. ssL Labs

You are here: | iess rgecle = 551 D Thee
SSL/TLS Capabllltles of Your Browser Other User Agents »
Usor Agant Noz R 2 [Winco T 100 \Wings w28 w7001 G M Frefan 700

Protocol Support

Your user agent has good protocol support.

Your user aoen! supports TLS 1.2, which 2 recorrmended prolocal version st

e moment

Expermmenial: Your user agent supports TLS 1.3

Logjam Vulnerability

Your user agent is not vulnerable

of mare information abeut U Logiam atlac

o et manually,

HitI'm Agent Q, your
assistant_. How can |

FREAK Vulnerability

Your user agent is not vulnerable.

Server Test

SERDP+ ESTCP
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SEIM Reports

Cifica 3ty Saourty & Carpliance Lo BT Wal ke d
AlienVault: I.T Security Vulnerability Report
ALIEN VAULT 2 ata ves preention
Job Name: 99 - SCHEDULED - Corp Weekly Scan Scan time: 2019-03-31 15:45:06 = Mslae e 2o £ Tops Meleae
Profile: - Generated: 2019-04-10 16:35:46 DNata govemanne
Total number of vulnerabilities identified on 83 system(s) £ Theeal narsgereat
. Serious: 1 =
M CRAEUCOHIC @ . ""O
B Hion: 198 6
|:| Medium: 208 I epors
|:| Info: 1880 ez ard Raly = S Mai
Dashbuzrd
Total number of vulnerabilities identified per system
HostIP HostName Serious High Med Low Info
Rzports for down cad b
192.168.1.1 Host-192-168-1-1 - 1 5 - 19 :
192.168.1.10 - 1 1 - 17 8 . 314 296 PORE:
W SPPNOR FELIANTP
192.168.1.108 Host-192-168-1-108 - - 1 - 12
SERDP +« ESTCP
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User Accounts Reports
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Jsing CSET:
SAL, Network Arch Diagram, Inventory, Templates,
Security Controls Evaluation, Reports, Data
Aggregation & Trending, System Security Plan

EEEEEEEEEE
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DHS CSET

e Stand-alone Software application
e Self-assessment using recognized standards

e Tool for integrating cybersecurity into existing
corporate risk management strategy

CYBER SEBOURITY ﬁWM?"(H 700

ot .
vy <
Y .
R =

CSET Download:
https://www.us-cert.gov/ics/Downloading-and-Installing-CSET

SERDP+ ESTCP
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https://www.us-cert.gov/ics/Downloading-and-Installing-CSET
https://github.com/cisagov/cset

CSET and eMASS Relationship

Existing / Legacy

Systems

Passive Monitoring Tools
Nessus McAfee
Sophia Grass Marlin

RMF

Authorization

Package
Control Overlay
Inheritance
Assess Only

System List
Network Diagram
SSPs, POA&Ms
Artifacts

S

Build packages
in CSET, export
to eMASS or
Component
Registry

APMS
DADMS
EITDR
DHP SIRT

PIT Control System

Acquisition
90% Design CSET
66 — 95% Construction
FAT
100% Construction SAT

FUNDING
MILCOM / SRM
Security
Medical
Logistics
Weapons

Component Registries

DoD Information Technology Portfolio Repository (DITPR)

Authortative Data Sourte for Portfolio Management

Vendors/Contractor can use CSET to build eMASS packages!!
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CSET Process

Determine
Assurance
Levels

|

Standards Weighted
Questions Answers

Figure 3-1. CSET process.
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FIPS 199 SAL Impact Levels

The potential impact is LOW if—

- The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or
individuals.

AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission
capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably
reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals.

The potential impact is MODERATE if—

- The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or
individuals.

AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation
in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is
significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to
individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if—

- The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations,
organizational assets, or individuals.

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe
degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii)
result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of

life or serious life threatening injuries. S —
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Design and Network Component Selection

8 CSE-T-  FILE | TOOLS | RESOURCE LIBRARY | HELP Untitled Asscssmen

= -
@ Preparation v ? Assessment "’. Results v '{: Diagram

Diagram and Network Component Selection

Building a diagram ol your system’s network allows CSET Lo include component spealic questions in your final guestion sel

This step i1s not required but completing 3 netwark diagram has several benelits:

« Graphically capture a picture of your control system or information technology (IT) network,

« ldentify areas of vulnerability in your network and review recommendations for improvement.

«» Creates a foundation for the question set incorporated into the overall assessment and analysis process.

-
l{: Create a network diagram

SERDP+ ESTCP
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CSET 8.1 Network Diagrams

Diagram Tonl

o (4

I[: v
Cxport Imporl

3ge  Diagram  Diagram Visio

Import/=xport
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GrassMarlin Plug-In for CSET

File Yiew Window: Packet Captire © vy Options Help

L Caplur e Do ca: - Hal
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ESTCP FRCS RMF Tool

Instructions/Guidance

FRCS
Control
Ma.ster info dB Input Form
List CCl Baseline Database/Lookup
Security Control Baseline Default Test Results
FRCS Type Default Implementation Plan entries DoD entries Supplemental Doc/Sheet

Dropdown List ICS Overlay

Default Monitoring entries

eMASS Importable

Information Types
CIA Impact Levels

4

Start Here oys m Security Cat Control Info CORTEst
Information

Instructions Form Form
Form

CCl Test Results

FRCS Type Secrlty' / \
RMF Self-Assessment Handbook Impl Plan & Cont. Mon.
\_ %
Tool & RMF Mission Y D
Other Artifact Mapping
Resources | Templates to FRCS SERDP~E5T|::P
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ESTCP FRCS RMF Tool  steps

Implement Controls

CCI Test Results Form

NIST 800-82
800-82 ICS
Overlay

Test Result Import Template: Test for Moderate vs High
e Type: latform T syt 5

Test Result Export Form

 eMASS format

e Autofill of CCl Test Results to apply ICS Overlay

Autofill of CCl Test Results for DoD-level policies
DoD- Autofill of CClI Test Results with UFC 4-010-06
'e}’?l supplemental controls to ICS Overlay

| Policies Auto-color to identify remaining User input

i el - fields

' Excel formula provided to pull tool data inte-roe. ester

77 €MASS template for import SYMPUS'UM
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Applying the RMF to Organization IT Systems:
Protecting Controlled Unclassified
Information (CUI)

EEEEEEEEEE

78 SYMPOSIUM

#SerdpEstcp2021



Protecting Controlled Unclassified Information (CUI)

DFARS Guide 2015 Guidance to Stakeholders for Implementing Defense Federal Acquisition Regulation Supplement — This
guidance is intended for stakeholders charged with protection of unclassified controlled technical information (CTI) resident
on or transiting through contractor information system(s) covered by DFARS 252-204-7012 (Safeguarding Unclassified
Controlled Technical Information). CTl is technical information with military or space application that is subject to controls on
its access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. This guide will assist
stakeholders in carrying out their responsibilities should a defense contractor report a compromise on a contract that
contains unclassified CTI.

DFARS 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting — This is the DFARS Contract
clause an investigator should look for in their contract/subcontract. If the ESTCP contract does not include this clause, contact

the ESTCP office so a modification can be issued.

NIST SP 800-171 Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations - The
protection of Controlled Unclassified Information (CUI) while residing in nonfederal information systems and organizations is
of paramount importance to federal agencies and can directly impact the ability of the federal government to successfully
carry out its designated missions and business operations. The requirements apply to all components of nonfederal
information systems and organizations that process, store, or transmit CUI, or provide security protection for suchcrpp. esTCP
components. The CUIl requirements are intended for use by fe-/dsgral agencies in contractual vehicles or othS¥MePﬂ§1IUM
established between those agencies and nonfederal organizations. #SerdpEstcp2021



DFARS Technical Information

* Technical data or computer software as defined in DFARS Clause 252.227-7013, Rights in Technical
Data-Non Commercial Items, regardless of whether or not the clause is incorporated in the solicitation
or contract. Examples of technical information include research and engineering data, engineering
drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports,

technical orders, catalog-item identifications, data sets, studies and analyses and related information,
and computer software executable code and source code.

* The data may be in tangible form, such as a blueprint, photograph, plan, instruction, or an operating
manual, or may be intangible, such as a technical service or oral, auditory, or visual descriptions.

* Examples of technical data include research and engineering data, engineering drawings, and
associated lists, specifications, standards, process sheets, manuals, technical reports, technical
orders, catalog-item identifications, data sets, studies and analyses and related information, and
computer software.

SERDP+ ESTCP
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Applying the RMF to Organization IT Systems - CUI

Protecting Controlled Unclassified Information

All ESTCP projects that will collect, transmit, or store CUIl data must have a current Cyber Risk
Management Plan (CRMP) IAW with NIST SP 800-171 and the DFARS CUI Guide, compliance required by
Dec 2017.

Templates are provided for each of the documents and the ESTCP office will assist contractors/vendors to
complete a CRMP. Note the templates can be used for both corporate IT business systems and OT
demonstration projects. Typical CUl data on corporate IT systems includes design drawings and site
information (CAD, BIM, GIS), specifications, test results, and consumption data (meter, site data). Typical
CUIl on OT projects includes network traffic (Modbus, BACNet, TCP/IP) between HMI and lower level
controllers, configuration files, hardware/software versions and hashes, and consumption data (meter,
site data).

SERDP+ ESTCP
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Applying the RMF to Organization IT Systems - CUI

https://www.serdp-estcp.org/Investigator-Resources/ESTCP-Resources/Demonstration-Plans/Cybersecurity-Guidelines

B 621! = Certificate errer: Navigation = €y Cybersacunty Guideline X -+ (]

R pe— o . o DFARS Guide 2015 Gundance. to
== scortrade logia - ¥y usad - walomate [ HingMsas - A amaron Frma <= bmpowssketeoment £ Cgbersecurtty | @ Washington DU v Sta ke h o I d e rs fo r I m p I e m e ntl ng
Capanic Bascling configuratians, haw to Dtecs, Mitigate and Rocover 3 FRCS that has Defe nse Fed era I Acq u isitio n

been sttackad/comprumisec

Protecting DoD Controlied Unclagsified Information (CUI) Regu Iation Su pplement — Th is

Al ESTCP progacts that wil calees, transmit, or stare QU1 data must have 8 currant Cyhar
Ris¢ Maragement Pan (CRMP) TAW with NIST SP B0C-171 and the DFARS CU1 Guie, . . L]
comples oqaes o 0% 017 guidance is intended for

Terrpieles are provoed for wach of e documerts and U ESTCP ofTios wil essisl

o
OOTACRArGNErCoes to compiote a CRMP, Keta e tempiabas e be usad far dath k h Id h g d h
oorporate IT business systems and OT cemanzbation projacts, Tvorcar CUL data on Sta e o ers c a r e WIt
vorporabe [T systems nclodes desion dramings anvd sle infoemeboe (G, BIM, GIS),

o o o
pocPKations, tost cadts, and contumrion dota (metor, e cata), Typical CUI on OT protection of unclassified
projeds incudes retactk balfic (Modbus, BACKEL, TCP/IP) Letween BMI arg iower kel
contralers, oonfiguratian Fles, hardaare/saftaare wersiors anc hashes, and cansumatian

* : controlled technical information
The folkrwing documents are bycaly induded in the CR™P - e. ®
i (CTI) resident on or transiting
s el e i through contractor information

FeaRAMP tomplate

s Plan of Action X rjli nnes l._,j« ase the modfied FadRAMP templates (GSA and system(s) covered by DFARS 252_

DD provided)

l;:;‘;s:m ysrems Cortingency and COMOPS Fan (1SCA) - use the madifiad FedRAMF 204_7012 (Safeguarding

SvertIncident Coreunicatiors Plan (EICP) - use the modifiad FedRAMP tamplate |

eSTCe E10P Graphics) Unclassified Controlled Technical

* CverlyIncidunt Response Mun (LIRF) = use the modfied FadRAM® termplates

P praltre Onlre € Chase Unine winls bacgo

¢ Sywiem Sacurry Flan (559 - recommend usng the CELT tool /templets

¢ US-CLRT nocent Responss formm — use the excel file temolate for & nan-DaD cata M
e Information).

* CICS™ A510.01B - Cyber Indeert Hancling Program 2012 - use the procedures cuslined
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Protecting Controlled Unclassified Information (CUI)

The following documents are typically included in the CRMP and recommended sequence of completion:

* Event/Incident Communications Plan (EICP) — use the modified FedRAMP template and the ESTCP EICP
Graphics
* Event/Incident Response Plan (EIRP) — use the modified FedRAMP templates
e US-CERT Incident Response Form — use the excel file template for a non-DoD data incident
 CJCSM 6510.01B - Cyber Incident Handling Program 2012 — use the procedures outlined in the manual
* DFARS Incident Response Form — use the excel file template for a DoD data incident and the DBNet
portal
* Information Systems Contingency and CONOPS Plan (ISCP) — use the modified FedRAMP template.
* Security Audit Plan (SAP) — use the modified NIST template
» System Security Plan (SSP) — recommend using the CSET tool/template NIST SP 800-171
* Security Assessment Report (SAR) — ESTCP does not require a SAR, however, many insurance companies or
AQO’s may require a SAR. An organization can use the modified FedRAMP template.
* Plan of Action & Milestones (POAM) — use the modified FedRAMP templates (GSA and DoD provided)

SERDP+ ESTCP
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DIBNet Portal to Report Cyber CUI Incidents (CAC Required)

B Cormalrerusaqe has qromn
&« ¢ o | O 01t // dibnet dod. milipartalfintranet

W Capited Oen Crontit Car. MY 0S8 ] T Amivited Login T WM g - Ranicing.. ) i Deliver - Lagan ..

B Tre nzsticst rarsammvare, ol X Cyberseo.nty

& B @
Frann Ivsrnee Faphoven () VA Tunis

Welcome to the DIBNet portal

DoD's gateway for defense contractor reporting and voluntary participation in DoD’s DIB Cybersecurity Program.

Cyber Reports

N Mo Aep rance Camacale 15 requred 10 repcr 3 Cyder Inodect appiang 10 e
IS CS Przgram is nal « poesipdln i« wnl.

DFARS 252204 7012 Safeguarding Covered Defense Information
and Cyber Incident Reporting

DFARS 252.238-7010 Cloud Computing Services

FAR 52204 23 Prohibition on Contracting for Hardware, Software,
and Services Dawalopad or Provided by Kaspersky Lab and Other
Covered Entities [3]_Report
FAR 52.204-25 Prohibition on Contracting for Certain
Telecommunications and Video Surveillance Services or
Equipment. [ Report

Need Assistance?

P

Contact DeD Cyber Crime Center (DC3)
£ DCISEECS.mil
L, Hotline (410) 8a1.0104
L, Toll Free: (877) 838 2174

n O Tpeberto
https://dibnet.dod.mil/portal/intranet/

DoD’s DIB Cybersecurity (CS)
Program

The DIB CS Program is 3 voluntary public-private cybersecurity
partnership in which DoD and participants share cyber threat
information, mitigation and remediation strateges, and more.

8 018 ¢S Parlicipant Login | Voluatary Reporl

Need Assistance?

Contact the DIB CS Program Office
&3 OSD.DIBCSIAR mailmil
R, Hotiing: (703) 604 3167
R, Toll Free: (855) DoD-IACS
B Feoc (571) 372-5434

LM AM
TN anNs
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DFARS Incident Reporting Form (72 Hours)

DoD contractors shall report as much of the following information as can be obtained to DoD within 72 hours
of discovery of any cyber incident.

AuloSaye @ ] % . ¥ DFARS QI Cybar Incdent Ragpartng Form 11-08-2017 - Saved to OneDrive ~ Michaal Chilay It]

Insart  Draw  Pagelayout  Formulas Data Rewiew  View  QuickBooks 1;: Tdll me what you want to do

db Cut Calilwi M AN T == ® PWapTed Cenerel » F‘] j 4| e l.})\‘ .;Il 2. futaSum - 7 p
P Copy - ] ¢ ! - W et oy '-ol'dil.;r sl -'"r—r‘n‘al as ""‘l I‘n'vcvl '{';Hc- Format [T i it & Find &
¥ Foomat Painte mIru-_- ? -A- St B \;L'M:rgc&-;cma | $-% 2 b l-?--r n,ifhu':' J!.ahlf- & "-.';I;; - S aeme J‘I'I-- L:. selact
Qipboard ~ Font . Alignment n Number 3 Styles Colls Edrirg ~
Al v . 4,33 APPENDIX F. INCIDENT COLLECTION FORMAT |ICF) TEMPLATE -
) A 8 < &
-_4.3.3 APPENDIX F. INCIDENT COLLECTION FORMAT (ICF) TEMPLATE
2 L) UNCLASSIFIED//FOR OFFICIAL USE ONLY (when filled in)
3 2.)FOR INTERNAL USE ONLY
4 3.)Report 1D: xxx-xxxxx
5 4.) Company Name: X
6 5.) DUNS Number: xiomx
7 6.) Contract Number Affected |Additional contract numbers can be added on a subsequent page]: XXo0eXx-X-Xxxx
E 7.) Contract Clearance Level. xxxxxx
$ 8.) Facility CAGE Code: xxxiol
10 9.) Dees this incident affect doud services pravided to DaD?: xx
11 10.) Does this incdent impact unclassified controlled lechnical informalbion as delined in DFARS clause 252.204-70127: xxx
12 11} Last Name: Xomxxx
13 12.} First Name: Xxxooix
14 13.) Position/Title: xxooxoxxxx
15 14.) Location : xxx oo
16 15, City: oo
17 16.] State: xoooex
18 17.) Poslal Code: xxxxx
19 18, Telephone: oux-xxx-xom
\ : R =
SRR mall?%?‘fj;'l)f_xlexﬁ:ﬁﬁﬁﬁxxwz:xzs Incident Reporting Form  DFARS Submitting Media = 4 ’ SERDP+ESTCP
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Federal Register/Vol. 85

No. 189/ Tuesday, September 29, 2020/Rules and Regulations 61505

DEPARTMENT OF DEFENSE

Defense Acquisition Regulations
System

48 CFR Parts 204, 212, 217, and 252
[Docket DARS-2020-0034]

RIN 0750-AJ81

Defense Federal Acquisition
Regulation Supplement: Assessing
Contractor Implementation of
Cybersecurity Requirements (DFARS
Case 2019-D041)

AGENCY: Defense Acquisition
Regulations System, Department of
Defense (DoD).

ACTION: Interim rule.

industrial sectors due to malicious cyber

activity threatens economic security and
national security. The Council of
Economic Advisors estimates that
malicious cyber activity cost the U.S,
economy between $57 billion and $109
billion in 2016. Over a ten-year period,
that burden would equate to an
estimated $570 billion to $1.09 trillion
dollas in coss. As part of multiple
effort focused on the security
and resilioncy of the Dofonse Industtal
Base (DIB) sector, the Department is
working with industry to enhance the
protection of unclassified information
within the supply chain. Toward this
0D has developed the following
assessment methodology and framework
to assess contractor implementation of

The Assessment uses a standard
scoring methodology. which reflects the
net effect of NIST SP 800-171 security
requirements ot yet implemented by a
contractor, and three assessment levels
" Modium, and High), which
roflect the depth of the assessment
performed and the associated level of
confidence in the score resulting from
the assessment. A Basic r\wv\«myul is
a self-assossment completed by the
contractor, while Medium or High
Assessmentsare completed Ly the
Government. The Assessments
completed for each covered contractor
mfonn'mon system that is relevant to

offer, contract, task order, or
(IHIlwr) order

‘The fesults of Assessments are

in the Su

‘SUMMARY: DoD is issuing an interim rule
to amend the Defense Federal
Acquisition Regulation Supplement
(DFARS) to implement a UoD

bersecuri oth of
which are being implemented by this
rule: the National Institute of Standards
and Technology (NIST) Special
Publication (SP) 800-171 DoD

plier
Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ to
provide DoD Components with visibility
into the scores of Assessments already
and vertty thatan offror has

Cyber m\\ Maturity Mn(lvl
Certification framework in order to
assess contractor implementation of
cybersecurity requirements and enhance
the protection of unclassified
information within the DoD supply

DATES: Lffcc(l\ e November 30, 2020.

Comments on the interim rule should
be submitted in writing to the addres:
shown below on or before November 30
2020, 10 be considered in the formation
of a final rule
ADDRESSES: Submit comments
identified by DFARS Case 2019-D041,
using any ofth following mothods:

) Federal eRulemaking Portal: hitp://

and the
Cybersecurity Maturity Model
Certification (CMMC) Framework. The

a curtent {fe not more than th
old, unless a fesser time is spec medm
the at ai

NIST SP 800-171 DoD nt and
CMMC assessments will not duplicate
offorts from each assessment, or any
other DoD except for rare

lovel, on rocord prior 1o coniract award.
B. Cvbersecurity Maturity Model
5 e

circumstances when a re-assessment
may be necessary. such as, but not
limited to, when cybersecurity risks.
threats, or awareness have changed,
requiring a re-assessment (o ensure,
current compliance.

IIST SP 800-171 DoD Assessment
Methodology

DFARS clause 252.204-7012,
Covered Defen

ww. w,uunm gov. Sear e
'lJl-Al{b Cas 9-1 . Select
“Comment Now" and folots e
instructions provided to submit a
comment. Please include “DFARS Case
2019-D041" on any attached
documents.

< Email: osd.dfars@mail.mil. Include
DFARS Case 2019-D041 in the subject
line of the message.

Comments received gonerally will be
posted without change to http:/
winw.regulations.gov, including any
personal information provided. To
confirm receipt of your comment(s),
please check www.regulations.gov
approximately two to three days after
submission to verify posting,

FOR FURTHER INFORMATION CONTACT: Ms.
Heather Kitchens, telephone 571-372
104.

'SUPPLEMENTARY INFORMATION:
1. Background

The theft ofintellectual property and
sensitive information from a

nse
Information and Cyber Incident
Reporting, is included in al
solicitations and contracts, including
those using Federal Acq\usilion
Regulation (FAR) part

Building upon the NIST SP 800-171
DoD) Assessment Methodology. the
CMMC framework adds a
comprehensive and scalable
certification element to verify the
implementation of processes and
practices associated with the
achievement of a cybersecurity maturity
level. CMMCG is designed to provide
increased assurance to the Department
that a DIB contractor can adequately
protect sensitive unclassified
information such as Federal Gontract
Tnformation (FCI) and Controlled
Unclassified Information (CUI) at a level

with the risk,

item ex(ep for
solely for available off-

for information flow down to its

the-shelf (COTS) items. The clause
requires contractors to apply the
security requirements of NIST SP 800—
171 to “‘covered contractor information
systems,” as defined in the clause, that
are not part of an IT service or system
operated on behalf of the Covernment.
The NIST SP 800-171 DoD Assessment
Methodology provides for the
assessment of a contractor’s
implementation of NIST SP 800-171
security requirements, as required by
DFARS clause 252.204-7012. More
information on the NIST SP 800-171
DoD Assessment Methodology is
available at hitps:/www.acq.osd.mil/
dpap/pdi/cyber/strategically_assessing_
contractor implementation_of_NIST_
SP_8

in a multi-tier supply
chain. A DIB contractor can achieve a
specific CMMC level for its entire
enterprise network or particular
segment(s) or enclave(s). depending
upon where the information to be
protected is processed, stored, or
transmitted.

‘The CMMC model consists of
maturity processes and cybersecurity
best practices from multipl
cybersecurity standards, frameworks,
and other references, as well as inputs
from the broader community. The
CMMC levels and the associated sets of
processes and practices are cumulative.
The CMMC model encompasses the
basic safoguarding requirements for FCI
speified in PAR clause 52.204-21,
Safeguarding of Covere

DFARS CMMC Interim Rule Nov 30, 2020

Federal Register /Vol. 85, No. 189 /Tuesday, September 29, 2020 /Rules and Regulations 61505

61506 Federal Register/Vol. 85,

No. 189/ Tuesday, September 29, 2020/Rules and Regulations

Contractor Information Systems, and the
Ly requirements for CUT spex
in NIST SP 800-171 per DFARS clause

252.204-7012. Furthermore, the CMMC
model includes an add ive
processes and 61 practices across Levels

2-5 that demonstrate a progression of
cybersecurity maturity.

Level Description

1 v, | GONSistS of the 15 basic safeguarding requirements from FAR clause 52.204-21.

2 Consists of 65 security requirements from NIST SP 800-171 implemented via DFARS clause 252.204-7012, 7 GMMC prac-
Hoss, and 2 CMMC procesees. Intanced 2 an opfions itarmediary iep for contracors as art of thar prograssio to
Levei 3

3 Gonsists of all 110 security requirements from NIST SP 800171, 20 GMMG practices, and 3 GMMC processes

4 .| Consists of all 110 security requirements from NIST SP 800-171, 46 CMMC practices, and 4 CMMC processes.

5 . | Consists of all 110 security requirements from NIST SP 800-171, 61 CMMC practices, and 5 CMMC processes.

Tn order to achieve a specific CMMC
level, a DIB company must demonstrate
both process institutionalization or
maturity and the implementation of
practices commensurate with that level.
CMMC assessments will be conducted
by ac ited CMMC Third Party
Assessment Organizations (cxPAos)
Upon completion of a CMM
assessment, a company is aw: arderl a
certification by an independent CMMG
Accreditation Body (AB) at the
appropriate CMMC level (as described
in the CMMC model). The certification
level is documented in SPRS to enable
the verification of an offeror’s
certification level and currency (i.e. not
more than three years old) prior to
contract award. itional information
on CMMC and a copy of the CMMC
model can be found at https://
wwww.acq.osd.mil/cmme/index.htm]

DoD is implementing a phased rollout
of CMMC. Until September 30, 2025, the
clause at 252.204-7021 (;\ bczsocurit\'
Maturity Model Certificat
Requirements, is presc ribed for use in
solicitations and contracts, including
solicitations and contracts using FAR
part 12 procedures for the acquisition of
commercial items, excluding
1Lqulsmons exclustvely for COTS items,

the requirement document or
statoment of work requires a contractor
to have a specific CMMC level. In order
to implement the phased rollout of
CMMC, inclusion of a CMMC
requirement in a solicitation during this
time period must be approved by the
Office of the Under Secretary of Defense
fcr Acquisition and Sustainment.

C will apply 1o all Dol

sohmtauons and conuacts including

required to be flowed down to
subcontractors at all tiers, based on the
sensitivity of the unclassified
information flowed down to each
subcontractor.
I1. Discussion and Analysis
A, NIST SP 800171 DoD Assessment
Methodology

‘This rule amends DFARS subpart
204.73, Safeguarding Covered Defense
Information and Cyber Incident
Reporting, to implement the NIST SP
800-171 DoD

also requires the contractor to ensure
that applicable subcontractors also have
the results of a current Assessment
posted in SPRS prior to awarding a
subcontract or other contractual
instruments. The clause also provides
additional information on how a
subcontractor can conduct and submit
an Assessment when one is not posted
in SPRS, and requires the contractor to
include the requirements of the clause
in all applicable subcontracts or other
contractual instruments.

The new coverage in the subpart directs
contracting officers to verify in SPRS
that an offeror has a current NIST SP
800-171 DoD Assessment on record,
prior to contract award. if the offeror is
required to implement NIST SP 800171
pursuant to DFARS clause 252.204—
7012. The contracting officer is also
directed to include a new DFARS
jon 252.204-7019, Notice of NIST
SP 800-171 DoD Assessment
Requirements, and 4 now DFARS clause
7020, NIST SP 800171 DoD)
Asscssmm\t Requirements, in
solicitations and contracts m:ludmg
solicitations using FAR part
procedures for the r|\|v~vt|lm of
commercial items,
solictations solely for the acquisiton of

]
3

0T

The now DEARS provision 252.204—
7019 advises offerors required to
implement the NIST SP 800-171
standards of the requirement to have a
current (not older than three years)
NIST SP 800-171 DoD Assessment on
record in order to be considered for
award. The provision requires offerors
mwmnvllwwxuhxulm\ applicable

those for the
items (except those exc hmw]v COTS
items) valued at greater than the micro-
purchase threshold, starting on or after
October 1, 2025. Contracting officers
will not make award, or exercise an
option on a contract, if the offeror or
contractor does not have current (i.e. not
older than three years) certification for
the required CMMC level. Furthermore,
CMMC certificati i e

e posted in SPR:
and plo\ idos offerors with additional
information on conducting and
submitting an Assessment when a
current one i not posted in SPRS
The new DFARS claus: 0

requires a contractor to provi
Government with access to its facilities,
systems, and personnel when it is

necessary for DoD to conduct ot renew

a higher-] rhe clause

B. C; Maturity Model
Certification

This rule adds a new DFARS subpart,
Subpart 204.75, Cybersecurity Maturity
Model Certification (CMMC), to spu:lf\,
the policy and procedures for awarding
a contract, or exercising an u[:luul ona
contract, that includes the requ
for a CMMC certification. \pmcmcallv
this subpart directs contracting officers
to verify in SPRS that the apparently
successful offeror’s or contractor’s
CMMC certification is current and meets
the required level prior to making the
award

A new DFARS clause 252.204-7021,
Cybersecurity Maturity Model
Certification Rw,mmnmm, is
proscribed for use in all solicitations
and contracts or task orders or delivery
orders, excluding those exclusively for
the acquisition of COTS items. This
DFARS clause requires a contractor to
Maintain the requisite CMMG level for
the duration of the contract; ensure that
its subcontractors also have the
appropriate CMMC level prior to
awarding a subcontract or other
contractual instruments: and include
the requirements of the clause in all
subcontracts or other contractual
instruments.

The Department took into
consideration the timing of the
requirement to achieve a CMMC level
certification in the development of this
rule, weighing the benfits and risks
associated with requiring CMMC level
certification: (1) At time of proposal or
offer submission; (2) at time of award;

DFARS Case 2019-D041
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Implementing the New DFARS 7012

The top five NAICS code industries expected to be impacted by this rule are

as follows: 541712, Research and Development in the Physical, Engineering, and Life Sciences (Except
Biotechnology); 541330, Engineering Services; 236220, Commercial and Institutional Building
Construction; 541519, Other Computer Related Services; and 561210, Facilities Support Services. These
NAICS codes are the same as the DoD Assessment NAICS codes and were selected based on a review of
NAICS codes associated with awards that include the clause at FAR 52.204—21 or DFARS 252.204-7012.

1. DoD Assessment Methodology

To comply with NIST SP 800-171 a company must (1) implement 110 security requirements on their
covered contractor information systems; or (2) document in a “system security plan” and “plans of
action”’ those requirements that are not yet implemented and when the requirements will be
implemented. All offerors that are required to implement NIST SP 800-171 on covered contractor
information systems pursuant to DFARS clause 252.204-7012, will be required to complete a Basic
Assessment and upload the resulting score to the Supplier Risk Management System (SPRS), DoD’s
authoritative source for supplier and product performance information.

SERDP+ ESTCP
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Guidance for Assessing Compliance

November 6, 2018

GUIDANCE FOR ASSESSING COMPLIANCE OF AND ENHANCING PROTECTIONS FOR
A CONTRACTOR'S INTERNAL UNCLASSIFIED INFORMATION SYSYEM

(REQUIRES NEGOTIATION OF TERMS/COSTS ON A CONTRACT-BY-CONTRACT BASIS)

OBJECTIVE |

SOLICITATION

SOURCE SELECTION

CONTRACT

Pre-Award [Solicitation and Source Selection)

1

Contractor ‘self-attests’
to compliance with
DFARS 252.204-7012
and implementation of
NIST SP 800-171
(Status Quo with
DFARS 252.204-7008)

Section I:
* DFARS Provision 252.204-7008
* DFARS Clause 252.204-7012

Section I:

* DFARS Clause 252.204-7012

Require enhanced
cybersecurity measures
in addition to the
security requirements
in NIST SP 800-171 to
safeguard information
stored on the
contractor’s internal
unclassified
information system

Section C:

® |nclude Statement of Work referencing
DoD approved list of enhanced security
requirements

Section [:

* DFARS Provision 252.204-7008

* DFARS Clause 252.204-7012

Section L:

® Describe contractor implementation of
additional requirements

Section M:

* Detail specifics of how additional
requirements will be evaluated

Evaluate offeror’s
proposed
implementation of
protections required in
addition to NIST SP 800-
171 in accordance with
the specifics of how
additional requirements
will be evaluated as
documented in

Section M

Section C:

* Include Statement of Work
referencing a DoD approved list of
enhanced security requirements

Section I:

* DFARS Clause 252.204-7012
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CMMC 2.0 — Nov 2021

TR GHMC Model .0 e e 2.

m 5 _ LEVELS
practices processes Thir-pary (U,Adr‘_’apqed 110...

s oractices based on Triannual government-led

assessments

156 4 - NISTSP 800-172
practices processes
130 3 LEVEL 3 10 Triannual third-party assessments
TR e atly Good LEVEL 2 o , for critical national security

i Advanced practices aligned with information; Annual self-assess-

‘ NISTSP 800-171 ment for select programs
12 matzunty None
practices PIOCESSES
LEVEL1 LEVEL1 17

pmlczmes Thidpaty e Foundational - Annual self-assessment

Fllonly

b) allow companies associated with the new Level 1 (Foundational) and some Level 2 (Advanced) acquisition
programs to perform self-assessments rather than third-party assessments

Spirit of collaboration: Allows companies, under certain limited circumstances, to make Plans of Action & Milestones

(POA&Ms) to achieve certification
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CMMC Implementation Flow

Database
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O Govit PM Requiring Activit CMNIC Verify CMMC
ifi Level
ECertlﬂer cvmc | REQT Certificate
Company v Database
ACQ Review Grant
CMMC Certification Begin
Concept Work
v }
RFl “Level X" F-=-==-d-======—"—~~ @@t - > Sourge M
& Date Selection
Develop (Go/No-Go)
Sr. Advisory Model {
Council r
Est. PMO > Create . Self- Advance to
Office Database Companies | —>| o e | Level Conduct
Certification
Create
h 4 Database
Develop <
Accreditation Ceruier v
Body REQT. 'y Options:
\ 1. Internal
v v 2. SVC Provider
Est. MOU Accrd. Body - 3. Partner
Accrd. Body . I0C v

Accrd. Body Market Place
I0C
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Contract Data Requirements

TAB 1
CONTRACT DATA REQUIREMENTS LIST (CDRL)
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Blocks 10, 11, 12, 13: Initial, and all
subsequent annual submissions, of SSP and
Plans of Action (or appropriate extracts
thereof) are submitted upon request.

Block 12: SSP and Plans of Action (or
appropriate extracts thereof) submissions,
initial and subsequent, are submitted upon
request. Requests will indicate what specific
information is required (e.g., list of
requirements not yet met and associated
plans of action; description of how all
requirements are met and associated plans of
action)
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DOD Assessment Methodology

NIST SP 800-171 DoD Assessment Methodology, Version 1.2.1, June 24, 2020
Additions/edits to Version 1.1 are shown in blue

NIST SP 800-171 DoD Assessment Methodology, Version 1.2.1

Table of Contents

1) Background

2) Purpose

3) Strategically Assessing a Contractor’s Implementation of NIST SP 800-171
4) Levels of Assessment

5) NIST SP 800-171 DoD Assessment Scoring Methodology

6) Documen ting NIST SP 800-171 DoD Assessment Results

7) Glossary of Terms

Annex A - NIST SP 800-171 DoD Assessment Scoring Template

Annex B - Basic (Contractor Self-Assessment) NIST SP 800-171 DoD Assessment Resu

Its Format

Conduct of the NIST SP 800-171 DoD
Assessment will result in a score reflecting the
net effect of security requirements not yet
implemented. If all security requirements are
implemented, a contractor is awarded a score
of 110, consistent with the total number of
NIST SP 800-171 security requirements. For
each security requirement not met, the
associated value is subtracted from 110. The
score of 110 is reduced by each requirement
not implemented, which may resultin a
negative score.
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DOD Assessment Methodology

NIST SP 800-171 DoD Assessment Methodology, Version 1.2.1, June 24, 2020
Additions/edits to Version 1.1 are shown in blue

Annex A - N/ST 5P 800-171 DoD Assessment Scoring Template

e The following template illustrates the scoring methodology described in Section 5. If all
requirements are met, a score of 110 is awarded. For each requirement not met, the
associated value is subtracted from 110. Consistency results from the fact that the
assessments are based on what is not yet implemented, or document that all requirements
have been met.

e [tisimportant to note an assessment is about the extent to which the company has
implemented the requirements. It is not a value judgement about the specific approach to
implementing — in other words, all solutions that meet the requirements are acceptable.
This is not an assessment of one solution compared to another.

e Scoring for Basic, Medium, and High N/ST SP 800-171 DoD Assessments is the same.

e While NIST does not prioritize requirements in terms of impact, certain requirements do
have more impact than others. In this scoring methodology security requirements are
weighted based on their effect on the information system and DoD CUI created on or
transiting that system. SERDP+ESTCP

SYMPQSIUM
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System Security Plan (SSP

Corporate Risk Management Plan
System Security Plan (SSP)
Table of Contents
Introduction 4
The PMC Group LLC b e ;
P . System Environment 5
Engineering a better tomorrow today v
1.1.  Network Diagram 6
1.2. Zones List 7
1.3. Inventory List 7
2. Roles and Responsibilities 9
2.1. Executive Management 9
CORPORATE RISK MANAGEMENT PLAN
2.2.  Chief Security Officer or Chief Information Security Officer (CISO) 9
SYSTEM SECURITY PLAN (SSP
(SsP) 2.3. Security Steering Committee 10
2.4.  Data Owners 10
May 1, 2020 2.5.  Security Administrators 10
2.6. Supervisors/Managers 10
2.7. Users 10
3. Risk Analysis 11
4, Impact Levels, Information and Data Types 11
4.1. Basic Model 11
14812 Sun Meadow Ct Suite 101 B.1.1. CONFIAENEAIEY e ceeeeeeeseeeesseeeesseesesssssessesessessesssssesseeseeeesessssessseessessessesseneeseessesessesssesseseesssseeeees 11
Centreville, VA 20120-1226
L 14 =4 1 USRS b |
A.1.3.0 AVAIlBDITITY oottt s e s e e e e e snneneesses L L
4.2, Security Assurance Level (SAL) 12
4.3, FIPS 199 Security Assurance Level Guidance 12
5. Security Controls 13
Controlled Unclassified Information
SERDP +« ESTCP
Controlled Unclassified Information {CUI)
05/01/2020 3
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SSP CMMC Security Controls Matrix
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Implementing the New DFARS 7012

Implementing the new DFARS 7012 Requirements

. If you do not have a PIEE account, you will need to create the account and have Systems Administrator rights, call

866-618-5988
. Call the PIEE Help Desk to have the Supplier Performance Reporting System (SPRS) added to your account, add as

a System Administrator
. Input score of 110 and date of completion

SERDP+ ESTCP
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tel:8666185988
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CYBERSECURITY

The PMC Group LLC QUESTIONNAIRE

Engineering a better tomorrow today

Due to the increase of cyber-attacks on the U.S. Government, prime contractors, and suppliers,
we must all work together to protect sensitive information and intellectual property. The
Department of Defense (DoD) has responded by incorporating DFARS 252.204-7012 into Prime
contracts with contain Covered Defense Information (CDI) to ensure cyber security protecfion.

Please complete the attached NIST SP 800-171 compliance self-assessment form. The
questionnaire is based on cyber requirements as specified by the United States National Institute
of Standards and Technology. The cyber security controls in this questionnaire are derived from
NIST Special Publication 800-171 Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations. NIST 800-171 is a requirement for contracts with
DFARS 252.204-7012.

By responding to this questionnaire you are representing that you have the authority to complete
the questionnaire on behalf of your company. The answers you provide will be treated as your
company's proprietary information and can only be changed by your company.

Questionnaire

1. FAR 52.204-21 Con

Have you applied the basic safeguarding requirements and procedures to protect covered
contractor information systems as outlined in FAR 52.204-217 Yes, see TBD Group Cyber
Risk Management Plan (CRMP) Table of Contents

| 2. NIST Compliance
Is your company compliant with all NIST SP 800-171, incident response and reporting
requirements as outlined in DFARS 252 204-7012 (October 2016)? Yes, see TBD Cyber Risk
Management Plan (CRMP) Event/Incident Communications Procedures (EICP), Event/Incident
Reporting Plan (EIRP), Table-Top Exercise After-Action Reports

If no, please describe the gaps in compliance and actions being taken to include the expected
date of compliance

3. DFARS Compliance

Are you in full compliance with the other DFARS 252 204-7012 requirements? | & Yes—
Compliant
0 No — Not
Compliant

[ Not Sure —
Not
Assessed

If no, please describe the gaps in compliance and actions being taken to include the expected
date of compliance.

The PMC Group LLC
Cyber Security Questionnaire v1
Page 10of 3

The PMC Group LLC

Engineering a better tomorrow today

DoD CUI SELF-ATTESTATION LETTER DECLARATION OF CONFORMITY

The PMC Group LLC

14812 Sun Meadow Ct
Suite 101

Centreville, VA 20120-1226

Dear TBD Contracting Office:

The PMC Group LLC has reviewed NIST Special Publication 800-171 and based on the evidence
provided in the supporting documents attached, has determined that The PMC Group LLC cor-
porate IT systems meet the DoD DFARS 7012 Cyber Risk Management Plan (CRMP) require-
ments. The following documents are included in The PMC Group LLC CRMP:

Corporate Risk Management Plans
Corporate All-Hazards Risk Management Plan
Corporate All-Hazards Risk Management Plan Excel Scoring Matrix
DoD DFARS Controlled Unclassified Information 2015
e Corporate Information Systems Plans and Procedures (ISPP)
o Roles and Responsibilities
o Information Security Program Management
o Acceptable Encryption
o Account Management
o Audit Policy
o Awareness and Training
o Configuration Management
o Email Policy
o Information Sensitivity
Password Construction
Password Protection
Penetration Testing
Remote Access
Software Installation
Vulnerability Management
o Wireless Communication
o Wireless Communication Standard
o Workstation Security
Corporate System Security Plan (SSP)
Corporate Plan Of Action and Milestones (POAM)
Corporate Information Systems Contingency Plan / CONOPS (ISCP)
Corporate Event/Incident Communication Plan (EICP)
Corporate Event/Incident Response Plan (EIRP)
Corporate Security Audit Plan (SAP)

1of 2

Flow Down to Subcontractors

Security Questionnaire and Self-Attest Letter
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Advanced Control Systems Tactics, Techniques and
Procedures:
Detecting, Mitigating, Recovering and Reporting
Events/Incidents

EEEEEEEEEE
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ACT TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, which include supervisory control and data
acquisition (SCADA) systems, distributed control systems (DFRCS), and other control system
configurations, such as skid-mounted programmable logic controllers (PLC) are typical configurations found

throughout the DoD. ICS are often used in the DoD to manage sectors of critical infrastructure such as
electricity, water, wastewater, oil and natural gas, and transportation.

3. How to Use These TTP
This ACI TTP is divided into essentially four

sections:
S A A X * ACI TTP Concepts (chapters 2 through 4)
Ueemnarioibdune ) * Threat-Response Procedures (Detection,

Mitigation, Recovery) (enclosures A, B, and C)
* Routine Monitoring of the Network and
Baselining the Network (enclosures D and E)
* Reference Materials (enclosures F through |
and appendix A through D) SERDP. ESTCP
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ACT TTP for DoD ICS

The Tactics, Techniques and Procedures can be used by any organization and apply to:

Information Technology (IT) Systems — Organization, Business and Home

Operational Technologies (OT) Systems — Any Kind (Utility, Building, Environmental, Medical, Logistics, Transportation,
Weapons, etc.)

The tools that will be used are almost all open source and free to use (premium or business versions are modestly
priced), MS Sysinternals, OS Forensics, Malwarebytes, Kali, Control Things 1/0, etc.

* Segment and VLAN organization IT and FRCS OT demonstration networks; DMZ’s with gateways and/or firewalls

* Separate the OS and OT data ( C: OS and D: OT data), enable BitLocker on OT drive
* Practice with the TTP’s

All PI’'s/Project Teams will need to have a Table-Top exercise and use the EICP and EIRP as a DFARS incident (use the
DFARS IR form), include an email with DFARS Exercise/Exercise/Exercise [ORGANICATION NAME] with a cc copy to
the ESCTP office

SERDP+ ESTCP
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ACI TTP Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery).

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to identify malicious
network activity using official notifications or anomalous symptoms (not attributed to hardware or
software malfunctions). While the TTP prescribes certain functional areas in terms of ICS or IT, in
general each section is designed for execution by the individuals responsible for the operations of the
equipment, regardless of formal designations. Successful Detection of cyber anomalies is best
achieved when IT and ICS managers remain in close coordination. The Integrity Checks Table
(enclosure A, section A.3, table A.3.1) lists the procedures to use when identifying malicious cyber
activity.

SERDP+ ESTCP
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Baselining and Routine Monitoring

Baselining and Routine Monitoring of the Network.

Before the ACI TTP are adopted, ICS and IT managers should establish what a FMC network is as it
pertains to their specific installations and missions. The ACI TTP defines FMC as a functional recovery
point for both the ICS and the SCADA. Once this is defined, ICS and IT managers should capture the FMC
condition of their network entry points (e.g., firewalls, routers, remote access terminals, wireless access
points, etc.), network topology, network data flow, and machine/device configurations, then store these in
a secure location. This information should be kept under configuration management and updated every
time changes are made to the network. This information forms the FMC baseline. The FMC baseline is
used to determine normal operational conditions versus anomalous conditions of the ICS.

SERDP+ ESTCP
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Detection, Mitigation, Recovery Overview

(Entry Points for TTP)

(Outside of TTP)

. Routine

Detection

(Enclosure A)

Monitoring

M ISSM Mitigation

Guidance

Mitigation

(Enclosure B)

Mitigation Plan

ISSM Recovery

.......................................................................................

Recovery

.
»

Guidance

(Enclosure C)

CPT Assistance

Navigating Detection, Mitigation, and Recovery
Procedures

Detection, Mitigation, and Recovery Procedures are
contained within enclosures A through C. While
Detection Procedures lead to Mitigation Procedures,
and Mitigation Procedures lead to Recovery
Procedures, each enclosure can also be executed as a
stand-alone resource as well as be incorporated into
local procedures. The following is an overview for
navigating the Detection, Mitigation, and Recovery
portions of the TTP.

SERDP+ ESTCP
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E.2. FMC Baseline Overview

E.2. FMC Baseline Overview

a. Before the ACI TTP can be executed, operators should have several system characteristics documented. This
documentation forms the system’s current FMC baseline. Documenting the FMC baseline does not imply the

system may not already have an adversary present. In fact, many systems might have an adversary present. If an

adversary is present, and that adversary is lying in wait, if the adversary moves laterally or attempts to
communicate or otherwise initiate an exploit (and eventually the adversary will), the ACI TTP is designed to

Detect that type of movement by comparing system characteristics to its baseline.

b. This section provides specific details for developing the FMC baseline of an ICS. The FMC Baseline establishes
normal ICS behavior. During Routine Monitoring and the Detection Phase of the ACI TTP, normal behaviors are
compared to observed behaviors. If observed behaviors deviate from normal behaviors, these are either by
design (approved and intentional) or anomalous (unapproved, unintentional, not communicated, or nefarious).

SERDP+ ESTCP
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E.5. FMC Baseline Creation: Enclave

E.5. FMC Baseline Creation: ICS Enclave Entry Points
What you will need:

1. ICS Topology.
2. FMC Baseline Documents binder
3. Vendor documentation or Help web pages for devices being listed in the table.

a. From the next page, extract Table E-1: ICS Enclave Entry Points (make as many copies
as needed). Insert this table (and copies) into FMC Baseline Documents binder.

b. Use the ICS topology to identify all devices that provide entry to the ICS enclave from external networks. This
can be a router or firewall connecting the command’s enterprise, virtual private network (VPN) connections
(possibly connecting to an engineering workstation), wireless connections, and any asset vendors use to connect
from corporate locations to the ICS.

SERDP+ ESTCP
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F.1. Jump-Kit Introduction

F.1. Jump-Kit Introduction

a. Description. A Recovery Jump-Kit contains the tools the ICS team and IT team will need to restore a system

to its last FMC state during Mitigation and Recovery. Knowing what the Recovery point should be is the key to
ensuring all known remnants of an attack have been removed from all components of the ICS. This means all

hardware and software are configured in accordance with operational requirements, and checksums and
hashes are in conformance with vendor specifications.

b. Key Components

(1) Routine Monitoring

(2) Inspection

(3) Identification of adversarial presence
(4) Documentation

(5) Notifications

SERDP+ ESTCP
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F.1. Jump-Kit Contents

F.2. Jump-Kit Contents
a. Overview

(1) The Jump-Kit is a critical tool for the Recovery phase. In addition to containing the operating software for
all devices, it also contains the software hashes of the devices on the network and the firmware and
software updates for all system devices.

(2) During Recovery, the Jump-Kit will be utilized to reimage the firmware/software operating on the affected
device. Care shall be used when the Jump-Kit machine is used for the reinstallation/reimaging potentially
infected devices. The malware residing on the device, which is being reimaged, could manifest itself onto the
Jump-Kit machine, which could then re-infect other system devices when reconnected.

SERDP+ ESTCP
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F.1. Jump-Kit Contents

(3) Due to this potential back door access for malware, ensure that the Jump-Kit machine is connected only to
network devices that are completely isolated from the network. Additionally, the Jump-Kit should be write-
protected and/or operating in a virtual environment. Virus scans are performed after connection to each
device.

(4) The ICS Jump-Kit and the IT Jump-Kit can be combined or be separate depending on the environment and
system architecture. In general, a Recovery Jump-Kit should include the following:

Jump-Kit Contents: Documentation

* |Incident Notifications List: document contact information for command’s Information Assurance Manager
 Document stakeholders who could be affected by a Cyber attack on ICS
e Establish notification procedures with chain of command

SERDP+ ESTCP
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FRCS Cybersecurity Guidance with the TTP’s

- . . . Typical
Activity / Lead New Project Renovation Project Yp .
Duration
Conduct testing on initial Test FRCS solution in a Test FRCS solution in a
build test and development test_and development
Lead: construction/system | €nvironment to ensure environment to ensure
integrator system errors are found, system errors are found, 2 — 4 weeks

Documents/Models/Tools:

e Kali Linux
e SamuraiSTFU

corrected before solution
is deployed on network.

corrected before solution
is deployed on network.

Construction - conduct pilot

implementation deployment

Lead: construction/system
integrator

Documents/Models/Tools:
e Kali Linux
e SamuraiSTFU
e OIT IT Repository

e Penetration Testing
Scope, ROE, Checklist (if
_—TEqulired)
e Jump-Kit Rescue CD

—

Pilot implementation of
FRCS solution on a small
subset of user base to
evaluate solution against
real-world requirements.
Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

h

Conduct site acceptance
testing, and if required
final penetration testing,
and create final approval
package.

Varies with size
of deployment
(number of
facilities and
interconnectio
ns)

S

112

Design and Construction Sequence
TTP Jump-Kit Rescue CD
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ENCLOSURE A: DETECTION PROCEDURES

Notification
e fN'l:.LOSUREA.DEI’ECTIONPROCEDURES A.z.l Notifications

AAA Donrrt Disgrastize Tadie

Server/Workstation Anomalies

A.2. Event Diagnostic Procedures

- AT A.2.2 Server/Workstation: Log File Check: Unusual Account Usage/Activity
S w“r-“‘:“‘m,m “ A.2.3 Server/Workstation: Irregular Process Found

T A.2.4 Server/Workstation: Suspicious Software/Configurations

A.2.5 Server/Workstation: Irregular Audit Log Entry (Or Missing Audit Log)

S o A.2.6 Server/Workstation: Unusual System Behavior

e A.2.7 Server/Workstation: Asset Is Scanning Other Network Assets

A.2.8 Server/Workstation: Unexpected Behavior: HMI, OPC, and Control Server

Fadaur b Dewedn Proces o 21

SERDP+ ESTCP
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DETECTION PROCEDURES SERVER EXAMPLE 1

A.1.1 Event Diagnostics Table |

Section | Event Description
Notification
A21 Notifications Cyber event notifications are issued by a variety of entities, A-5
including USCYBERCOM, ICS-CERT, or the command
directives.
Server/Workstation Anomalies
A22 Log File Check: Any host server or workstation, including SCADA equipment, A-6
Unusual Account | Anomalous entries can include:
Usage/Activity 1. Unauthorized user logging in.

2. Rapid andior continuous log-ins/log-outs,
3 bestien )

X rmal working hours.
/ 4. Numerous failed log-in attempts.
5. User accounts attempting to escalate account privileges.

= D
K73 Irregular Process On any computer-based server, workstation(s), including AT
Found SCADA equipment, an iregular process was found.
A24 Suspicious Suspicious software and/or configurations were Detected on a A-8
Software/ server or workstation.
Configurations
A25 Irregular Audit Log | Applies to any computer-based host, including SCADA A-9
Entry (or Missing equipment, which generates an audit log. Irregular audit log
\ Audit Log) entry may involve the following entries: log is empty, date or time
is out of sequence, date or time is missing from an entry,

unusual access Iogged securlty event |ogged or

A28 Unusual System ny

Behavior 1 Spontaneous reboots or screen saver change.

2. Unusually slow performance or usually active central
processing unit (CPU).

3. CPU cycles up and cycles down for no apparent reason.

4, Intermittent loss of mouse or keyboard.

5. Configuration files changed without user or system
administrator action in operating system.

6. Configuration changes to software made without user or
system administrator action.

7. System unresponsive.

A-10

A27 Asset is Scanning | Human-machine interfaces (HMI), object linking and embedding | A-12 SERDP +« ESTCP
Other Network {OLE) for process control {OPC), or peripheral devices have
Assets known communication paths identified in the FMC data flow
baseline. When an asset is communicating outside the bounds
of the data flow baseline. #SerdpEstcp2021




DETECTION PROCEDURES SERVER EXAMPLE 1

A.2.3 Server/Workstation: Irregular Process Found

« Functional Area: IT or ICS
* Description: On any computer-based server, workstation, including SCADA equipment, an

ep Procedures

Investigation

No Action
Required

1. DETERMINE if the new process belongs to an authorized installation:
a. New software was installed on to the system?
b. Was maintenance performed on the system, and if the new process was

installed during that maintenance? d
c. Is the new process a result of a patch update? /
2. If the new process tthorized installation:

a. DOCUMENT the Severity Level as None (0) in the Security Log.
b. CONTINUE with the next diagnostic procedure. If all applicable

Wﬁne Monitoring.

/

If Action
Required

-
3. If the new process does not belong to an authorized installa

a. DOCUMENT in Security Log.
b. GO TO Section A.3, A.3.1 Integrity Checks Table. (See recommended
checks below.) LOCATE the integrity check associated with server or
workstation you are investigating and EXECUTE the Integrity checks.
Recommended Checks:
A.3.2.1 Server/Workstation Process Check
A.3.2.2 Server/Workstation Log Review
A.3.2.4 Server/Workstation Communications Check
A.3.2.16 Peripherals Integrity Check
A.3.2.9 Controller Integrity Check A
A.3.2.13 Server/Workstation Rootkit Check
4. Once you have completed all appropriate Integrity Checks, GO TO s
A.2.29 Action Step.

B —

— —————

SERDP+ ESTCP
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DETECTION PROCEDURES SERVER EXAMPLE 1

A.3.2.1 Server/Workstation Process Check

Who should do this check:
The organization or individual responsible for the server or workstation
What is needed for this check:

1. FMC data flow chart

2. FMC baseline topology

3. FMC baseline authorized process and tasks

4. FMC baseline software list

5. FMC baseline system information

Procedures

If the machine is responsive, EXECUTE sieps a and b below. Once completed. RETURN to
this section, and resume with Step 2.

a. Section: A.3.2.2 Server/Workstation Log Review.

b. Section: A.3.2.3 Unauthorized User Account Activity.
If the machine is not responsive, GO TO Secton A.3.2.5 Server/Workstation Unresponsive
Check.

2, If Proc T7.3.2.2 ofr A.3.2.3 do not result in a Severity Level of Hig
| P 3
. Process Check: LAUNCH Sysintemals:

\m

CHECK for processes that do not appear legitimate. This can indude (but is not limited to)
processes that:

a. Have no icon or name.

b. Have no descriptive or company name.

c. Are unsigned Microsoft images.

d. Reside in the Windows directory.

e. Include strange uniform resource locators (URLS) in their strings.

f. Communicating with unknown IP address (use FMC data flow diagram to compare).

g. Host suspicious dynamic link library (DLL) or services (hiding as a DLL instead of a

).
W which are highlighted in purple.
If an anomal

a. DOCUMENT details of the event in Secunty Log
b. CONTACT system administrator responsible for the machine or the command ISSM
(1) REPORT suspicious process.
(2) REQUEST assistance in determining if the process is malicious (process may be
undocumented but normal)
(3) If the process is not malicious, DOCUMENT in Security Log, and EXECUTE
A.3.2.4 Server/Workstation Communications Check.
(4) If the process is malicious, DOCUMENT the Severity Level of High (3) in the
Security log
c. GO TO section A.2.29 Action Step.
| Iif an anomalous process was nol found:
#. DOCUMENT the Severity Level as None (0).
b. RETURN to the previous diagnostic procedure and continue with Recommended
| Checks.
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DETECTION PROCEDURES SERVER EXAMPLE 1
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ENCLOSURE I: CYBER SEVERITY LEVELS

CHAIRMAN OF THE JOINT
CHIEFS OF STAFF
MANUAL

J-6 CJCSM 6510.01B
DISTRIBUTION: A, B, C, JEL, S 10 July 2012

CYBER INCIDENT HANDLING PROGRAM
References: See Enclosure H.

1. Purpose. This manual describes the Department of Defense (DoD) Cyber
Incident Handling Program and specifies its major processes, implementation
requirements, and related U.S. government interactions.

2. Cancellation. CJCSM 6510.014, 24 June 2009, “Information Assurance (IA)
and Computer Network Defense (CND) Volume I (Incident Handling Program),”
is canceled.

3. Applicability. This manual applies to the Joint Staff and to Combatant
Commands, Services, Defense agencies, DoD field activities, and joint and
combatant activities (hereafter referred to as CC/S/A/FAs).

4. Procedures. See Enclosures A through G.

5. Summary of Changes

a. Updates manual to include the new mission, processes, and procedures
of U.S. Cyber Command (USCYBERCOM), the subunified command of U.S.
Strategic Command (USSTRATCOM).

b. Updates manual based on Unified Command Plan (UCP) Change 1,
12 September 2011.

6. Releasability. This manual is approved for public release; distribution is
unlimited. DoD components (to include the Combatant Commands), other
federal agencies, and the public may obtain copies of this manual through the
Internet from the CJCS Directives Home Page--

http:/ /www.dtic.mil /cjcs_directives.

CJCSM 6510.01B CYBER INCIDENT HANDLING PROGRAM

(3) This enclosure provides requirements and methodology for
establishing, operating, and maintaining a robust DoD cyber incident
handling capability for routine response to events and incidents within
the Department of Defense. Additional guidance for cyber incident
handling for a crisis or in case of active hostilities will be issued by
USCYBERCOM as required.

—— USCYBERCOM deconficts
USCYBERCOM @ correlatesand directs
(Tier 1) responseactions
- asneeded.
»*°
f L
: CNDSP reparts :
Incidentto JIMS| Coordination
USCYBERCOM

JIMS Reporting
eessass Updates made to JIMS Reporting «ssess, v

v CNDSP maintains situational
Component | sees bt )] ennas > U awareness with Componert
Awareness (Tier 2) affected and coordinates with|
USCYBERCOM

@ Initial report Initial Incident CNDSP begins incident
sentto CNDSP | Reporting Humlhn: ® handlingprocess
working vithinstallation

. Location of Incident L4
Installation e
{Fisr 3) investigated
A Incident Detected l, 73
Initial :
HNotifiostion

Installation Pr——
System [ Ne twork activity deteded
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ENCLOSURE I: CYBER SEVERITY LEVELS

1.2. Cyber Severity Levels Overview

While ICS/SCADA can be attacked in a variety of ways, there are a number of steps that are common, or at least
present in most attacks. Each of these steps could yield some behavioral change in the system that could be
detected by an operator. However, not all Detections require a Mitigation action. Mitigation is a disruptive process,
which could degrade the operational capabilities. Given those circumstances, a more graduated approach to
Detection/Mitigation allows IT and ICS managers to take steps to assess the cyber event to determine what level of
response is required and react proportionately. Table I-1 provides the incident level severity rating approach used

in the ACI TTP.
SE:/Z:Y ACI TTP Definition CJCSM 6510.01B Definition
Has the potential to result in a The potential impact is high if the loss of confidentiality,
Level 3 | demonstrable impact to the integrity, or availability could be expected to have a severe
High commander’s mission priority, safety, or or catastrophic adverse effect on organizational operations,
essential operations. organizational assets, or individuals.
Mav have the potential to undermine the The potential impact is moderate if the loss of
Level 2 con}:mander’s E’]ission fority. safety. or confidentiality, integrity, or availability could be expected to
Medium . . P Y Y have a serious adverse effect on organizational operations,
essential operations. o T
organizational assets, or individuals.
Unlikelv potential to impact the The potential impact is low if the loss of confidentiality,
Level 1 yP o pact integrity, or availability could be expected to have a limited
L commander’s mission priority, safety, or L . -
ow essential operations adverse effect on organizational operations, organizational SERDP+ ESTCP
P ' assets, or individuals.
Level 0 | Unsubstantiated or inconsequential . SYM POSI U M
. Not applicable.
Baseline | event.

Table I-1: Incident Severity Levels #SerdpEstcp2021



ENCLOSURE I: CYBER SEVERITY LEVELS

. o Severity
Action Description Category Level
.. Method for unauthorized remote identification of,
Malicious : .
access to, or use of, an information system or
Command and . : . 7 3
information that is stored on, processed by, or
Control ” : :
transiting an information system
Exfiltration Information is leaked and used by an attacker 7 3
Defeating a Compromising a physical or logical system
Security Control | security control
Exploitation of a Something that takes advantage of a bug or
p . vulnerability in order to cause unintended or 7 3
Vulnerability o :
unanticipated behavior
Unsuccessful
Activity Attempt Unsuccessful logon attempts 3 2
Degradation Performance impact; means that performance 7 3
can be measured before or after event
Denial of Asset, system, or process unavailable for a Internal-3
. period of time. A DOS within an ICS network is 4
Service (DOS) . External-2
more serious than an external DOS attack
Modification Data, fl_Ie syste_m, sqftware, and!or_packet_s were 5 3
altered; set points either at rest or in transit
o Introduce suspect or malicious information into a
Injection 1 3
system
. Resources used for attackers own purposes;
Unauthorized : .
also, resources inappropriately used by a person 2 3

Use

in a position of trust

Table 1-3: Malicious Actions Table
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BLUF: ESTCP will provide SME’s to assist the
PI’'s/Project Teams complete RMF packages!!

Open discussion, Lessons Learned, Best Practices

EEEEEEEEEE
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QUESTIONS

Michael Chipley

President, The PMC Group LLC
Cell: 571-232-3890

E-mail: mchipley@pmcgroup.biz
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